DEPARTMENT OF ENVIRONMENT AND NATURAL RESOURCES
KAGAWARAN NG KAPALIGIRAN AT LIKAS NA YAMAN

NOTICE OF MEETING

FOR : Representatives (1 per Office)

Office of the Undersecretaries

Office of the Assistant Secretaries

Office of the Service Directors

Environmental Law Enforcement and Protection Service

River Basin Control Office (RBCO)

Manila Bay Coordinating Office (MBCO)

Comprehensive Agrarian Reform — National Coordinating Office
(CARP-NCO)

Pasig River Coordinating and Management Office

Legislative Liaison Office

Document Management and Operations Support

Indigenous Peoples Concerns — Mindanao and Bangsamoro
Autonomous Region in Muslim Mindanao Affairs

Strategy Management and Organizational Transformation

All Division Chiefs (1 Representative per Division)

FROM : The OIC Director

Financial and Management Service
DATE/TIME : May 2, 2024 (Thursday) / 9:00 a.m.
VENUE : Via Zoom Conference

Zoom Link: https://bit.lv/ConsultationEDADSBatchi
Meeting ID: 930 8530 7854
Passcode: DENRFMS

AGENDA

1. Online Consultation on the Proposed Internal Guidelines on the Use of
Electronic Documents and Digital Signatures in DENR (Batch 1); and
2. Other matters. :

X

IMELDA R. DELA CRUZ

Your attendance is highly enjoined.

0 NO, 2024 - '
MEMO NO, 202 37?\/isayas Avenue, Diliman, Quezon City 1100, Philippines

www.denr.gov.ph



Republic of the Philippines
COMMISSION ON AUDIT
Qommontoealth Avenue, Quezon ity, Philippines

CIRCULAR No. :__dA- 006
Date: ____
TO All Heads of Departments, Bureaus, Offices, Agencies and

Instrumentalities of the National Government, Heads of the Local
Government Units, Managing Heads of Government-Owned and/or
Controlled Corporations, Chiefs of Financial and Management
Services, Chief Accountants, Cashiers, Disbursing Officers, and
Budget Officers; Assistant Commissioners, Directors and State
Auditors of the Commission on Audit (COA); and All Others
Concerned

SUBJECT : Guidelines on the use of Electronic Documents, Electronic

Signatures, and Digital Signatures in Government Transactions

RATIONALE

The Philippine Constitution provides that the State recognizes the vital role
of communication and information in nation-building. It shall regulate the transfer
and promote the adaptation of technology for the national benefit.

Republic Act No. 8792 or the Electronic Commerce Act of 2000' provides
for the legal recognition of electronic signatures and imposes strict requirements
before an electronic signature qualifies as a handwritten signature. The same law
allows electronic transactions in government and allows appropriate government
entities to adopt and promulgate rules, regulations, or guidelines to specify the use
of an electronic signature, the type of electronic signature required. the manner the
electronic signature shall be affixed to the electronic data message or electronic
document, and the control processes and procedures as appropriate to ensure
adequate integrity, security and confidentiality of electronic data messages or
electronic documents or records of payments.

The Supreme Court also recognizes the use of electronic signatures in its
Rules on Electronic Evidences which provides that an electronic signature or
digital signature authenticated in the manner prescribed is admissible in evidence
as the functional equivalent of the signature of a person on a written document.

¥ An Act Providing lor the Recognition and Use of Elcctronic Commercial and Non-Commercial Transactions and Ducuments.
Penaliies Tor Untawtul Use Thereof and for Other Purposcs.
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The same rule gives disputable presumption to electronic signature in favor of its
validity after its authentication.

To promote the growth and wide use of e-government services and address
the authentication, integrity and non-repudiation concemns, Executive Order No.
810 was issued in 2009 to institutionalize the National Certification Scheme for
Digital Signatures in the country and designate the National Computer Center
(NCC) under the Commission on Information and Communications Technology,
now Department of Information and Communications Technology (DICT), as the
Government Certificate Authority to provide the necessary services in
implementing the scheme. This paved the way for DICT’s Philippine National
Public Key Infrastructure (PKI) [DICT-PNPKI] service which enables the
widespread use of digital signatures nationwide. The DICT-PNPKI makes use of
the PKI framework — a robust system that uses paired keys to provide security and
authentication for electronic information transfers. Relative thereto, COA
Memorandum 2009-073 dated July 23, 2009 was issued to require state auditors to
ensure that their audited agencies providing electronic services to their clients
are/will be implementing the use of digital signature in their respective e-
government services.

The Government Procurement Policy Board (GPPB) in its Resolution No.
16-2019 allowed and approved the use of digital signature in all GPPB issuances
and in procurement related documents. Similarly, the Bureau of Internal Revenue
(BIR) issued Revenue Memorandum Circular No. 29-2021 which allows the use of
electronic signatures on BIR Forms 2304, 2306, 2307 and 2316. The Anti-Red
Tape Authority intensifies its drive to streamline the processes in all government
entities and take advantage of technology, especially in the event of a disaster or
any state of emergency such as the COVID-19 pandemic as it allows government
officials to approve transactions and make payments without necessarily . being
physically present. Furthermore, COA Circular No. 2004-006 dated September 9,
2004 implies admissibility of digitally-signed documents in audit.

Lastly, the enactment of the Data Privacy Act of 2012% and the Cybercrime
Prevention Act of 2012° requires that government agencies establish and
implement controls and secure means of providing electronic services to the

public. Digital signatures, by design, contribute significantly to these control
requirements.

Therefore, this Circular shall prescribe guidance on the use of electronic

signatures for accountability purposes to resolve doubts over the reliability of
information to be used as audit evidence.

? An Act Protecting Individual Personal Information in Information and Communications Systems in the Government and the Private
Sector, Creating for this Purpose a National Privacy Commission, and for Other Purposes, Republic Act No, 10173, August 15, 2012.

* An Act Defining Cybercrime. Providing for the Prevention, Investigation, Suppression and the Imposition of Penalties Therefor and
for Other Purposes, Republic Act No. 10175, September 12, 2012. ﬁ
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IL SCOPE AND COVERAGE

This Circular shall apply when the audited agency submits electronic
documents to the auditor in lieu of paper documents, where the signature of an
authorized signatory is required. Nothing in the Circular shall be construed as
prohibiting an audited agency from submitting paper documents, or a combination
of paper and electronic documents.

III. DEFINITION OF TERMS

a. Asymmetric or public cryptosystem, more commonly referred to as public
key infrastructure, means a system capable of generating a secure key pair,
consisting of a private key for creating a digital signature, and a public key for
verifying the digital signature.’

b. Certificate Authority (CA) refers to a trusted entity that manages and issues
security certificates and public keys that are used for secure communication in
a public network or the internet. The DICT is the authorized Certificate
Authority in the government.

c. Digital Certificate is a file issued by a CA or the DICT-PNPKI containing the
user’s personal information just like an ordinary ID, only in this case, it is

digital. It is used to encrypt, authenticate or digitally sign an email and
document.

d. Digital Signature refers to a secure type of electronic signature consisting of a
transformation of an electronic document or an electronic data message using
an asymmetric or public cryptosystem such that a person having the initial
untransformed electronic document and the signer's public key can accurately

determine:
i. whether the transformation was created using the private key that
corresponds to the signer's public key; and
ii. whether the initial electronic document had been altered after the

transformation was made.’

e. Electronic Document refers to information or the representation of
information, data, figures, symbols or other modes of written expression,
described or however represented, by which a right is established or an
obligation extinguished, or by which a fact may be proved and affirmed, which

is received, recorded, transmitted, stored, processed, retrieved or produced
electronically.®

“Ruleson Electronic Evidence, A.M. No. 01-7-01-SC, July 17, 2001, Rule 2, Section 1(a).
* Rules on Electronic Evidence, Rule 2, Section 1(e).
® Rules on Electronic Evidence, Rule 2, Section 1(h).
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IV.

Electronic Signature refers to any distinctive mark, characteristic and/or
sound in electronic form, secured and non-secured, representing the identity of
a person and attached to or logically associated with the electronic data
message or electronic document or any methodology or procedures employed
or adopted by a person and executed or adopted by such person with the
intention of authentlcatmg or approving an electronic data message or
electronic document.’” For purposes of this Circular, electronic signature refers
not only to the handwritten signatures, but the whole process adopted in
approving an electronic data message or electronic document. Examples of
electronic signatures include: a scanned image of the person's ink signature, a
mouse squiggle on a screen or a hand-signature created on a tablet using the
person’s finger or stylus, a signature at the bottom of the email, a typed name, a
biometric hand-signature signed on a specialized signing hardware device, a
video signature, a voice signature, etc.

Key Pair refers to the two mathematically related keys, the public and private
keys. Whatever is encrypted with a Public Key may only be decrypted by its
corresponding Private Key and vice versa. Public and private keys are paired
for secure communication, such as email.

. Private Key is a bit of code that is paired with a public key to set off

algorithms for text encryption and decryption. It is created as part of public key
cryptography during asymmetric-key encryption and used to decrypt and
transform a message to a readable format. A private key is also known as a
secret key.

Public Key is also a bit of code used to encrypt data. The key is provided by
the CA and is made available to everyone through a directory or email.

Public Key Infrastructure (PKI) is an infrastructure that secures
communications among individuals and government entities. This way, the
government’s delivery of services to citizens and businesses becomes safer,
faster and more efficient.

GUIDELINES

A. General Principles and Guidelines

1. Submission of electronic documents with electronic signatures (including
digital signatures) following the rules in this Circular, shall mean sufficient
compliance to the requirement of submission of duly signed document as
any other duly signed paper document used in government transactions.

? Rules on Electronic Evidence. Rule 2, Section 1G).
* Dave Venance. What is an e-Signature? Part 1. available at https:/fwww.dpoint.com/blog/2017/06/what_is_an_e-signatu.html (last
accessed: June 20, 2020).
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2. When under existing rules a document requires a signature, the use of
electronic signature (including digital signature) on the electronic document
shall be an accepted alternative and shall be equivalent to the signature of a
person on a written document such as, but not limited to, procurement-
related documents, Disbursement Vouchers, Requisition and Issuance
Slips, Purchase Orders, Contracts, and Memoranda among others.

3. Private parties involved in transactions with government, in the absence of
a digital certificate, may use other types of electronic signature, subject to
the controls implemented by the transacting government entity.

B. Management Responsibility in using Electronic Documents

4. All government entities that elect to use and/or implement a system using
digital signature or other types of electronic signature on electronic
documents under this Circular shall issue internal rules in the adoption of
the same, including sanction for unauthorized and illegal use of digital
certificates or electronic signatures, subject to existing laws and regulations
such as the Cybercrime Prevention Act of 2012, as well as to rules of the
DICT. They shall submit a Management Representation or Policy
Statement on the use of signature on electronic documents in their
operations to their respective Auditors, together with the approved internal
rules. A sample form of the Management Representation is attached as
Annex A.

5. To secure the electronic records with signatures, the government entity
shall:

a. Designate a focal person for all matters pertaining to electronic signing
implementation of the government entity;

b. Develop, maintain, and update accordingly the system documentation
used for creating electronic records with signatures;

c. Develop, maintain and implement standard operating procedures for the
creation, utilization, storage, security, and management of electronic
records that contain signatures, to ensure that the records are protected
from unauthorized alteration or destruction;

d. Implement a security awareness program such as training the
employees on the acceptable use of signature on electronic documents:
and

e. Develop and implement policy and guidelines on the following:

- Scope of the employee’s authority to use signature on electronic
documents

- Security measures for the protection of digital certificate, if any

- Sanctions for misuse or abuse of signatures.

&
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C. Specific Guidelines on the use of Digital Signatures

6. All officials and employees designated/authorized to sign documents using
digital signature shall apply for their individual certificates with the DICT
as the Government Certificate Authority through its PNPKI service where
they shall undergo a process of identity verification and be oriented on the
proper and sound use of digital certificates as prescribed under the DICT-
PNPKI Digital Certificate Subscriber Agreement. Alternatively, they may
apply for their individual certificates from any other CA accredited or
recognized by the Department of Trade and Industry - Philippine
Accreditation Bureau (DTI-PAB) to issue digital certificates to be used in
government transactions.’

7. At a minimum, the implementation of digital signatures shall bear the
following characteristics:

a. Authentication — linking the signatory to the information;

b. Integrity — assuring that the document has not been altered during
transmission; and

¢. Non-repudiation — ensuring that the signer of the electronic document
cannot at a later time deny having signed it.

8. Government entities shall have the duty to inform COA Auditors, in case of
revocation or expiration (without renewal) of the digital certificate. They
shall keep updated records of Certificate Revocation List, which contains
list of certificates that would have been compromised or are expired so that
the government entity knows which digital certificates are no longer valid
or have been revoked by the CA.

9. To ensure verifiability of digitally-signed documents, the same shall be
maintained in its original form and submitted electronically. For this
purpose, print-out of documents are considered duplicates or secondary
copies and shall have a notation (footer) or disclosure “The original of this
document is in digital format” or other similar language.

10. In signing an electronic document, a government official or the designated
signatory shall express in unequivocal terms his/her intent or purpose for
signing through a notation close to his/her signature or through a footnote.
However, such notation or footnote is not required when the intent is clear
as appearing in the document.

11. When using digital signature, electronic document is preferred to be in
Portable Document Format (pdf), Microsoft Excel Document (xIsx), or
combination of both. Any other compatible format may also be used,
provided it allows secure implementation of digital signature, For digitally

i Page 6 of 8

? Executive Order No. 810, June 15, 2009, Section 3(d).



signed e-mails, it is recommended that a government domain email be used
(e.g. name@agency.gov.ph)

12. When a digital certificate is to be used to sign a document, the same should
be valid, unexpired, and unrevoked at the time of signing.

13. The following details in a human-readable form, shall accompany the
digital signatures:

a. Full name of the signatory; and
b. An image of the signatory’s handwritten signature;

For guidance, an example of a properly formatted digital signature is shown
below:

Digitally signed

___byJuan DelaCruz
"ﬁe&A Date: 2020.05.21
19:37:33 +08'00'

Howevér, other formats shall be acceptable so long as they clearly display
items a and b above.

14.Tt is the duty of every certificate subscriber to give notification to the
designated focal person mentioned in Item 5 and to the concerned auditor
for revocation when he/she suspects that his’her certificate has been
compromised.

15. The document should be protected after all signatories had affixed their
digital and other types of electronic signatures to ensure that the document
will not be altered thereafter.

D. Specific Guidelines on the use of Electronic Signature (other than Digital
Signature)

16. When the officer opts to use an electronic signature other than a digital
signature on an electronic document, the signed electronic document may
be validly accepted provided the agency is able to establish that:

a. the electronic signature is that of the person to whom it correlates;

b. "the electronic signature was affixed by that person with the
intention of authenticating or approving the electronic document to
which it is related or to indicate such person's consent to the
transaction embodied therein;

c. the methods or processes utilized to affix or verify
the eléctronic signature, if any, operated without error or fault; and

&
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d. the person whose e-signature was affixed, takes responsibility and
assumed accountability that the document remained unchanged until
it was submitted to the auditor.

SAVING CLAUSE

Cases not covered in this Circular shall be referred to the Systems and
Technical Services Sector, this Commission, for resolution.

SUPPLETORY APPLICATION OF THE RULES OF COURT AND OTHER
LAWS

This Circular shall primarily govern the use of digital and other types of
electronic signatures in government transactions under the audit jurisdiction of
COA, in accordance with the E-Commerce Act. The provisions of the Rules of
Court, Rules on Electronic Evidence, and other relevant rules and regulations
under the Anti Wire-tapping Act and the Bank Secrecy Law shall apply in a
suppletory character to this Circular.

EFFECTIVITY

This Circular shall take effect immediately upon publication.

MICHAEL GAGUINALDO
Chairperson

AT

ROLAND C. PONDOC
Commissioner
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Annex A

(Letterhead of the Audited Agency)

MANAGEMENT REPRESENTATION LETTER

Date

- Cluster/Regional Director
Cluster/Regional Office
Commission on Audit

Subject: Submission of electronic document by [Name of Agency/
Corporation/LGU/Project Being Audited)

This representation letter is provided in connection with your audit of the financial
statements of the [Agency/Corporation/LGU/Project] for the purpose of expressing
opinions as to whether the financial statements are presented fairly, in all material
respects, in accordance with International Public Sector Accounting Standards (IPSAS)
and government accounting standards, and as to other terms required by the 1987
Constitution or other relevant laws.

Specific Affirmations pertaining to Digitally-signed Electronic Documents
Provided to the Commission on Audit

We certify that the [Agency/Corporation/LGU/Project] is implementing and will
continuously review and ensure a secured process such that the documents
submitted to COA with digital signature shall bear the valid and authentic
signature of its appropriate signatories.

We further certify that:

1. Appropriate security procedures were made to maintain the integrity,
reliability, and authenticity of the information provided;

2. All the persons who have applied for Digital Certificates shall take full
responsibility and accountability for all actions performed using their
digital certificates;

3. We verified that all electronic documents submitted are either original or
faithful electronic reproductions or duplicate copy of the paper-based
documents; and

4. In case of digitized document, we certify that the original, as the source of
the digitized document is authentic.
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Annex A

The above certifications are supported by the Confirmation Report of our Internal
Audit Unit [or Compliance Unit or its equivalent] dated [Date], a copy of which is
attached to this Representation Letter.

Specific Affirmations pertaining to the use of Electronic Signature other than Digital
Signature on Documents Provided to the Commission on Audit

We certify that the [Agency/Corporation/LGU/Project] is implementing and will
continuously review and ensure a secured process such that the documents
submitted to COA with electronic signature shall bear the valid and authentic
signature of its appropriate signatories.

We further certify that the system being employed for this purpose can reasonably
ensure that: .

1. Appropriate security procedures were made to maintain the integrity,
reliability, and authenticity of the information provided;

2. The electronic signatures that appear on electronic documents belong to the
persons to whom they correlate;

3. Every time an electronic signature is affixed, the intention is for
authenticating or approving the electronic document to which it is related or
to indicate consent to the transaction embodied therein;

4. The methods or processes utilized to affix or verify the electronic si gnature,
operated every time without error or fault; and

5. The persons whose e-signatures were affixed have made a manifestation

under oath to take responsibility and assume accountability that the -

documents bearing their e-signatures remained unchanged until they were
submitted to the auditor.

The above certifications are supported by the Confirmation Report of our Internal

Audit Unit [or Compliance Unit or its equivalent] dated [Date], a copy of which is
attached to this Representation Letter.

Admission of Estoppel on the Authenticity of Documents

We attest and certify that any document bearing our electronic signature (including
digital signature) submitted to the auditor is authentic and accurate, thus can be
submitted to any court as required under a subpoena duces tecum or can be used as
a legal document for other purposes.

Finally, we certify that, as supported by the Confirmation Report attached, we have
taken appropriate measure to ensure that all and any electronic documents
submitted to the auditor complies with definition of Original of Document in
Section 4, Rule 30 of the 2019 Amendments to the 1989 Revised Rules on
Evidence. The originals shall still be available for examination or inspection when

needed.

-



Annex A

We make this representation and request the auditor to accept electronic documents

submitted by this [Agency/Corporation/LGU/Project] in addition or in combination with
other paper documents.

Signed:

Signature over Printed Name Signature over Printed Name
Chief Accountant/Head of Finance Group ~ Head of Agency/Authorized Representative
Date Date
Note:

1. If the audited entity only uses digital signature on documents, the section for electronic
signature should be deleted.

2. If the audited entity only uses electronic signature other than digital signature, the section
for digital signature should be deleted.

3. If the audited entity uses a combination of electronic signatures including digital signature,
both sections should be retained.
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KAGAWARAN NG KAPALIGIRAN AT LIKAS NA YAMAN

MEMORANDUM CIRCULAR
No.202 -

SUBJECT INTERNAL GUIDELINES, QN‘ THE&QSE OF ELECTRONIC
DOCUMENTS AND . IGITAL SIGNATURES IN THE
DEPARTMENT OF:
RESOURCES (DENR

In line with our commltmeﬁﬁo eff cient p
Republic Act (RA) 87921, RA 110322

1, the DEﬁ*ﬁ’ adp
o[ (D] gltal Signatures:

a Igofflc ial¥and internal documents,

he DE_%N@@
'ollcy Lhe State %%gsognlzes the vital role of information and
communications: hnolo I AREing tl_on buﬂdlng its obllgatlon is to facllltate the

SECTION 2. Objectives
2.1 Tozestablish andiimplementicontrols and secure means of ensuring that the
use“efielectronic decuments and digital signatures within DENR meets

requirements for vs dlty, security, and authenticity.

2.2 To streamlin |aI transactions within DENR through the use of electronic
documents igital signatures to enhance workflow. efficiency and
expedite demswn-maklng processes.

2.3 To support environmental sustainability goals by minimizing paper usage
and promoting eco-friendly practices through the adoption of electronic
document workflows and digital signatures, contributing to the reduction of
carbon footprint and resource consumption.

1 Republic Act No. 8792 dated 14 June 2000, “Electronic Commerce Act of 2000”

2 RA 11032 dated 28 May 2018, “Ease of Doing Business and Efficient Delivery of Government Service
Delivery of 2018”

3 Government Procurement Policy Board (GPPB) Resolution No. 16-2019 dated 17 July 2019,
“Approval of the Use of Digital Signature in Procurement Related Documents”

4 Commission on Audit (COA) Circular No. 2021-006 dated 06 September 2021, “Guidelines on the Use
of Electronic Documents, Electronic Signatures and Digital Signatures in Government Transactions”

DEPARTMENT OF ENVIRONMENT AND NATURAL RESOURCES W
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2.4 To align with broader government initiatives for digital transformation by
tapping technology to modernize administrative practices, improve service
delivery and contribute to the overall efficiency and effectiveness of DENR's
operations in the digital age. '

SECTION 3. Scope and Coverage. This Circular shall apply in the event that
the DENR officials and employees issue electronic documents in lieu of paper
documents, where the signature of the authorized signatory is required. This
Memorandum Circular does not intend to prohibit th;%‘&pgfice from submitting paper
documents or a combination of paper and electronic dociiments.

All DENR officials and personnel regardle e %%!\oyment status in the DENR
Central Office, Line and Staff Bureaus, Regional Offices, PENROs, CENROs,
attached agencies, and locally funded and foreign-assisted: pro jects, who are required
to review and authorized to sign any officialiand/or internal doctiments pursuant to RA
No. 11032, COA Circular No. 2021-006%er,GPPB Resolutlon NG, 16-2019 shall be
governed by these guidelines.

This also applies to electronicidocuments “frc

DENR offices.

1 private parties transacting with

SECTION 4. Df' ition of Ter

r vemfy; ing the'digital S|g@ature
wuthority:(CA)® - Teférs to a trusted entity that manages and

d. Confi rmatlo eport - (to be prowded by COA)

e. Digital Certificate® - is a .p12 file issued by the Department of Information,
Communication and Technology - Philippine National Public Key
Infrastructure (DICT-PNPKI) or other CA containing the user's personal
information just like an ordinary ID, only in this case, it is digital. It is used to
encrypt, authenticate or digitally sign an email and document.

f. Digital Signature® — refers to a secure type of electronic signature
consisting of a transformation of an electronic document or an electronic

5 COA Circular No. 2021-006 dated 06 September 2021, “Guidelines on the Use of Electronic Documents,
Electronic Signatures and Digital Signatures in Govemment Transactions”

6 COA Circular No. 2021-006 dated 06 September 2021, “Guidelines on the Use of Electronic Documents,
Electronic Signatures and Digital Signatures in Govemment Transactions”

7 DICT Order No. 031 dated 01 April 2024, “Guidelines on the Use of PNPKI Digital Signatures in the DICT"

8 DICT Order No. 031 dated 01 April 2024, “Guidelines on the Use of PNPKI Digital Signatures in the DICT"

9Rule 2 § 1 (e), “Rules on Electronic Evidence”, A.M. No. 01- -7-01-SC, 17 July 2001.
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data message using an asymmetric or public cryptosystem such that a
person having the initial untransformed electronic document and the
signer’s public key can accurately determine:
i. Whether the transformation was created using the private key that
corresponds to the signer’s public key; and
i Whether the initial electronic document had been altered after the
transformation was made.

g. Electronic Document!® - refers to information or the representation of
information, data, figures, symbols or oth odes of written expression,
described or however represented, by which a right is established or an
obligation extinguished, or by whicha factimay be proved and affirmed,
which is received, recorded, transt processed, retrieved or
produced electronically.

h. Key Pair'! - refers to the two mathematically related;keys, the public and
private keys. Whatever is encrypted withzpa Publickikey may only be

decrypted by its correspondlng I%te y and vice versa. Public and

private keys are palred fol; ecure commuinication, such as email.

Management Represe A Letter - (to 3 provided by COA)

' paired with a public key to set
ecry% It is created as part of

by the CA d is made avallableto everyone through a d|rectory or email.
:Public Key= frastrcture (PKI)* — is an infrastructure that secures
ommunications;:amongtindividuals and government entities. This way, the
government’s delivery of “services to citizens and businesses becomes
safer‘fdster and fore efficient.
—irefers to a physical signature made by hand with ink on
paper. It is often used in legal and formal documents to signify acceptance,
authonzatlon, or verification. The concept of a wet signature is rooted in

traditional practices of signing documents by hand, dating back centuries

10 Section 5 (f), RA No. 8792 dated 14 June 2000, “Electronic Commerce Act of 2000”

" DICT Order No. 031 dated 01 April 2024, “Guidelines on the Use of PNPKI Digital Signatures in the DICT”
2 DICT Order No. 031 dated 01 April 2024, “Guidelines on the Use of PNPKI Digital Signatures in the DICT”
13 DICT Order No. 031 dated 01 April 2024, “Guidelines on the Use of PNPKI Digital Signatures in the DICT”
14 DICT Order No. 031 dated 01 April 2024, “Guidelines on the Use of PNPKI Digital Signatures in the DICT”
15 ChatGPT
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SECTION 5. Guidelines
A. General Principles and Guidelines

1. DENR digital signature shall be an accepted alternative and be equivalent to
the signature of a person on a paper/physical document.

2. DENR shall ensure data protection and implement cybersecunty measures in
accordance with the following laws, but not limited to:

a.
b.

controls established by the concerned DENR offlce

4. The Internal Audit Service (or its equnvale tgumt in other D

Data Privacy Act of 2012 or RA No. 10173 dated 12 August 2012
Cybercrime Prevention Act of 2012 or RA No. 10175 dated 12
September 2012 o

Executive Order (EO) No. 216 dated 23
applicable DICT issuances

ENR offices) shall

provide a Confirmatiog Regort to the Acceuntlng Division (oFits equivalent

unit in other DENR offtces)u Th|s shaﬁgge attached to the Management

ARSI, o

Representation Letter (AN
auditors.

16 Executive Order No. 2 dated 23 July 2016, “Operationalizing in the Executive Branch the People’s Constitutional
Right to Information and the State Policies to Full Public Disclosure and Transparency in the Public Service and
Providing Guidelines Therefor’
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5. The following are the authorized signatories for the Management

Representation Letter:

Service;

. Director, Knowledge

and Information
Systems Service
(KISS); and

. Supervising

Undersecretary or
Authorized
Representative

2. Chief Supervising
the ICT Unit

3. Assistant Regional
Director for
Management
Services or
Authorized
Representative

Accounting Unit

2. Chief Supervision the
ICT Unit

3. Bureau Director or
Authorized
Representative

¥ “AYIMGB -CO

1.7 Gﬁ‘i”af'fés_upervising
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1. Chief, AFMD

2. Chief Supervising
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Representative
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1. Chief, FAD

2. Chief Supervising
the ICT Unit

3. Regional Director
or Authorized
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Signed . Director, Financial 1. Chief, Finance |. Staff Bureaus 1. Chief
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Chief
Supervising the
ICT Unit

Head of Office
or Authorized
Representative
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B. Specific Guidelines on the Use of Digital Signatures'

1.

'reS|gn|ngltransferr|ng employees

DENR officials and employees regardiess of employment status who are
required to review and authorized to sign official documents may use a
digital signature. They shall apply for a digital certificate at the Philippine
National Public Key Infrastructure (PNPKI) of the DICT and/or other
Certificate Authorities through the assistance of the KISS or its equivalent

‘unit in other DENR Offices.

At a minimum, the implementation of digital signatures shall bear the

following characteristics:

a. Authentication - linking the signatory to the information;

b. Integrity — assuring that the documentihas not been altered during
transmission; and .

c. Non-repudiation — ensuring that tiie e sigher of the electronic document
cannot at a later time deny havmg S| gned“lt

When using a digital certificateito’sign an electromc-document the same
should be valid, unexpiredgg d unrevoked at theitime of signing. The
dlgltal certificate is valid for up to,two years'upon approval from DICT The

Resngnm%egrm“anent employee With active’ digital certificates are
requlrewé% sub a wrlttené @request*“fo@@ revocation of their digital

cemflcatesgto KISS(or its equwalent unit in other DENR offlces) wnth a

ofﬁces) The Supervisors of the
“shall not sign the DENR Office
Clearance (ltem Il CIearanc’eéE»«sgfrom Work Accountabilities) without the

R

'.‘Prmanent empioyees with active digital certificates which will be

“Q\.\

transferred to @ther DENR offices shall retain their existing digital
certlflcates H ’ever those transferring to attached agenmes and other
Nt

,
N A
IO

Guidelines'on*Use of Digital Signatures, item no. 6 of this Memorandum
Circular.

Supervisors of resigning/resigned Contract of Service (COS)/Job Order
(JO) personnel with active digital certificates shall be required to submit a
written request for revocation of their staff's digital certificates to KISS (or
its equivalent unit in other DENR offices) with a copy furnished to the
Human Resource Development Serwce (or its equivalent unit in other
DENR offices).
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8. The following details in a human-readable form, shall accompany the
digital signatures:
9.1 For Digital Full Signature:
a. Full name of the signatory; and
b. Image of the full signatory’s handwritten signature;

Example of a properly formatted digital signature
Digitally signed
\ o — by Juzn DelaCruz

AYA ;1 Date: 2020.05.21
- 19:37:33 +08'00"

8.2 Digital Initial Signature Format:
a. For officials/employees who
documents before the signi

their initials as shown below

‘required to review official
may use smaller images as

EoL v -

Sep 01 2020004957

mo
euwement of submlsswnhof duly signed documents as any.other
duly signegd: ape%%" ument used in DENR transactions.

protected/locked to ensure the document will not be altered.

4. The digitally signed documents shall be stored in a secured file format,
such as Portable Document Format (PDF). Any other compatible formats
may also be used, provided they allow secure implementation of digital
signatures.

5. The digitally signed documents shall be considered the final version once
they are released or transmitted to their intended recipients. The digitally
signed documents shall be passed through official domain emails
(e.g.name@denr.gov.ph) to have a trace.
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6. Reproduction of digitally signed documents are considered duplicates or

SECTION 6. DUTIES AND RESPONSIBILITIES

1.

cover all offrces in ~the

Pibyide respo

secondary copies. A notation (footer) or disclosure “This original of this
document is in digital format” shall be indicated on the duplicate copies.

In cases where mixed signing occurs in a single document, the signer is
responsible for ensuring the authenticity of the document before he/she
signs it in digital or wet form. Mixed signing occurs when a document is
either:
a. Initially wet signed which was thereafter scanned/photographed and
later digitally signed, or
b. Digitally signed which was thereafter printed out and later wet signed.

on the appllcatron and valldatlon of dlgltal slgnaturé certificates at the
DICT under PNPKI, and monlteir%the status;Qf digital 'signature applicants

Conduct tralwr;fm“*@% or orientation tg%
electrgnic” doctiments and digital sngnatures including a security
awarenges si‘s program, in coordmatlon with ' HRDS and DICT. This shall

Central ®ﬁ" ice, Bureaus Regional Offices, PENROs

appé hgcaﬁ tion, dow

compromlseg?certlflcates to DICT.

Submit a report to the Commission on Audit (COA) Resident Auditor in

case of revocation or expiration (without renewal) of the digital certificates. -

Certificate Revocation List must be kept updated, which contains the list
of digital certificates that would have been compromised or expired.

Provide other technical assistance as may be directed.



323 B. ICT Units in the DENR Regional Offices, PENROs and CENROs, Bureaus

324 and Attached Agencies

325

326 1. Assist all officials/lemployees on the application and validation of digital
327 signature certificates in coordination with KISS.

328

329 2. Assist officials/employees in their respective offices in the downloading
330 and installation of the digital signatures.

331

332 3. Provide responses/clarifications to their respective offices on queries and
333 concerns related to the application, download, installation, and use of
334 digital certificates.

335 y

336 4. Monitor the status of dlgltal S|gnature ers in their respective offices
337 2

338 .

339 . 5.

340

341

342 6.

343 case of revocation o explratlon (wnthoutarenewal) of the dlgltal certificates
344 and furnish a copy. ~to ISS Certlf cte Revocatlon List'must be kept
345 updated, which conta

346 compromised or explregg% ‘

347 o

348 7. Provid ef@“w%%‘chnlcal assnstan %&ys

350 C Digital Cert|ﬁcateIS|gature Ow_ r

351 - )

352 "IIfflClaIs ang;&%pplcyes who+a v&ehed for Digital Certificates shall take
353 full"respensm ilityzand acceuntablllty for all actions executed using the
354 digital cértificate. % v

355 ° . N

356 23 *Rigital mgnatupg&are ctronlc files that can be stored in storage devices
357 sug&‘%‘gs compu&g&s, flash drives or any cloud storage, hence, the owner
358 shaILtake fuII respensmlllty for its usage and storage to ensure the integrity
359 Stia

360 R :

361 3. All digital certificate owners shall immediately notify the KISS (or its
362 equivalent unit in other DENR offices) in the following instances:

363 a. If the digital certificate is compromised (i.e., forgotten password,
364 lost certificate, etc.);

365" b. Incase of a breach or security compromise in the device that stores
366 the digital certificate; or

367 c. If the digital certificate owner is leaving as DENR personnel (either
368 from plantilla, contractual, or job order) due to resignation,
369 retirement, or service termination.

370

371

372
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D. Internal Audit Service/Division/Section/Unit

1. Provide Confirmation Report to Accounting Division/Section/Unit as
attachment to the Management Representation Letter prior its submission
to COA.

E. Accounting Division/Section/Unit

1. Prepare and submit a Management Representation Letter in coordination
with KISS (or its equivalent in other DENR offices). The submission to
COA shall include a Confirmation Report and the approved Internal
Guidelines on the Use of Electronic Documents and Digital Signatures
(TIMELINE of submission for consultatio fith COA).

SECTION 7. Limitations
Digital signatures shall not apply on t
1. Contracts and agreements and: other related documents that require

notarization.
2. Other DENR-issued documen /forms ther security
features/controls {i.e., 7?27777277) unléss. dilowed by the Depanment

SECTION 8. Administrati /e, - anctions. Anyaviolation or non-compliance of
one or more provisions of this M%@orandum Circular @Lshall be dealt wnth by the
competent national authorltles concerned in ace@rdance '
rules and regulatio

lause. II Circulars and other similar issuances
voked, amended, or modified accordingly.

inconsit herewith are:hereb

SECTION:11. Effectivity. This Memorandum Circular shall take effect

immediately.

MARIA ANTONIA YULO LOYZAGA
Secretary
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ANNEX A

(Official Letterhead of the Audited Agency)

MANAGEMENT REPRESENTATION LETTER
Date
Cluster/Regional Director

Cluster/Regional Office
Commission on Audit

Subject: Submission of electronic dociin by [Office Being Audlted]

This representation letter is provided ingconnection with yeur audit of the financial
statements of the [Office] for the purpos‘e% expressing oplnlens&as to whether the
financial statements are presented fairly, ingall material respects accordance with
International Public Sector Accountlng Standafﬁ%(lPSAS) and government
accounting standards, and as tohr terms requur‘"

relevant laws. S

W
%’V\a
W
A

Specific Affirmatio
Provided to the Co ‘

We certify that?
ensu’"‘“"

the [Offce] iS mplem@g@ntlng and will continuously review and

secureda gp;rpécgegs%s%msuch that: the documents submltted to COA wuth

LA

We*further certlfy thm .

1: “Appropriate secunty procedures were made to maintain the integrity,
rehablllty, an@&uthent|C|ty of the information provided;

2. All't the pers%ggwho have applled for Dlgltal Certificates shall take fuII

digital certlflcates

3. We verified that all electronic documents submitted are either original
or faithful electronic reproductions or duplicate copy of the paper-based
documents; and

4. In case of digitized document, we certify that the original, as the source
of the digitized document is authentic.
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483

484

The above certifications are- supported by the Confirmation Report of our
Internal Audit Unit [or Compliance Unit or its equivalent] dated Date], a copy of
which is attached to this Representation Letter.

Admission of Estoppel on the Authenticity of Documents

P

We attest and certify that any document bearing our digital signature submitted
to the auditor is authentic and accurate, thus can be submitted to any court as
required under subpoena duces tecum or can be used as a legal document for
other purposes.

Finally, we certify that, as supported by the Com‘" rmation Report attached, we
have taken appropriate measures to enswhat all and any electronic
documents submitted to the auditor comply~%the definition of Original of
Document in Section 4, Rule 30 of the 2049’Amendments to the 1989 Revised
Rules on Evidence. The originals '@g‘ll still be §a‘%vw"i‘bév’“llable for examination or
inspection when needed.

We make this representation and =qest \thg"e%auditor ocept electronic
documents submitted by»thls [Offlce] in-addition or in comblatlon with other

Wy
(Undersecretary for FISCC)
Date:



