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DEPARTMENT OF ENVIRONMENT AND NATURAL RESOURCES
KAGAWARAN NG KAPALIGIRAN AT LIKAS NA YAMAN
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MEMORANDUM

FOR : The Bureau Directors |
Biodiversity Management Bureau (BMB) |
Ecosystems Research and Development Bureau (ERDB)
Forest Management Bureau (FMB)
Land Management Bureau (LMB)
Environmental Management Bureau (EMB)
Mines and Geosciences Bureau (MGB)

The Regional Directors
EMB - NCR, CAR, Regional Offices 6 and 13
MGB - CAR, Regional Office 4A, 6 and 13

Heads of Attached Agencies
National Mapping Resource and Information Authority (NAMRIA)
Laguna Lake Development Authority (LLDA)
Natural Resources Development Corporation (NRDC)
Palawan Council for Sustainable Development Staff (PCSDS)
National Water Resources Board (NWRB)
Philippine Mining Development Corporation (PMDC)

The Representatives
Human Resource Development Service
Knowledge and Information Systems Service
Legal Affairs Service

FROM : The OIC Director
Financial and Management Service (FMS)

SUBJECT : CONDUCT OF ONLINE CONSULTATION ON THE PROPOSED
GUIDELINES ON THE USE OF ELECTRONIC DOCUMENTS,

ELECTRONIC SIGNATURES, AND DIGITAL SIGNATURES IN
DENR (BATCH 2)

DATE : 14 MAY 2024

The Management Division-FMS, tasked to recommend measures for management
improvement, is currently in the process of improving the proposed Guidelines on the Use of
Electronic Documents, Electronic Signatures, and Digital Signatures in DENR. As part of
this initiative, the FMS has scheduled several batches of online consultation meetings to
ensure the guidelines' acceptability and practicality.

MEMO NO. 2024 - IB%isayas Avenue, Diliman, Quezon City 1100, Philippines

www.denr.gov.ph



In this regard, the FMS wants to invite representatives from the Administrative,
Finance, and Information and Communication Technology (ICT) Divisions/Sections/Units to
participate in the online consultation meeting scheduled on 17 May 2024 (Friday) from
09:00 am onwards. This activity aims to generate the policy users’ valuable
inputs/comments/suggestions and integrate those concerns/interests into the guidelines. We
highly encourage that comments intended for inclusion in the guidelines should be stated
as they would appear in the final document.

We have attached a copy of the proposed guidelines to fast-track discussion during
our meeting. Below is the link for the online consultation via Zoom Conference.

Zoom Link: https://bit.ly/ConsultationEDADSBatch2
Meeting ID: 991 6369 1043
Passcode: DENRFMS

For queries, you may contact Ms. Jizelle C. Hernandez and Ms. Lea Marie F. Blas of
the FMS-Management Division through telephone no. (02) 8926-6998 or at VOIP (02) 8249-

3367 loc. 1028/1027.

IMELDA R. DELA CRUZ

For your consideration.

Copy furnished:
The Undersecretary for Finance, Information Systems and Climate Change
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.4 Commission on Audit (COA) Circular No. 2021-006 dated 06 September 2021, “Guidelines on the Use

DEPARTMENT OF ENVIRONMENT AND NATURAL RESOURCES
KAGAWARAN NG KAPALIGIRAN AT LIKAS NA YAMAN

BAGONG PILIPINAS

MEMORANDUM ORDER . :
No.202_-_ S '

- OF LEC
" ELECTRONIC SIGNATURES, AND DIGITAL SIGNATURES IN
THE DEPARTMENI@’%@F ENVIRONMENT AND NATURAL
RESOURCES (DENR" "

Pursuant to Republic Act (RA) 87921:4%" \ L ,&
Policy Board (GPPB) ResolutlonPNo 16- 20193"énd§the Commlsslon 6n Audit (COA)
Circular No. 2021-006* dated 06‘%September 2021%’1”"’%1e following guideline is hereby
adopted for the guidance of all concerned% :
v@%

SECTION 1. Ba‘é‘*’?mlsollcy Itis the pollcy of the, Staté*to recognize the vital role
G g, ﬁrf S

of communication anq mformatlon in nat|0n= [

chio i

S

Iemen?r*ééntrolsﬁand secure means of ensunng that the -

docu\%génts electroﬁlc signatures, and digital signatures to enhance workflow.
effi cuencysand expedlte decusmn -making processes.

2.3 To support enwronmental sustainability ‘goals by minimizing paper- usage
~ and promoting eco-fnendly practices' through the .adoption of electronic’
document workflows, electronic signatures, and digital signatures,
contributing to the reduction of carbon footprint and resource consumption.

! Republic Act No. 8792 dated 14 June 2000, “Electronic Commerce Act of 2000”

2 RA 11032 dated 28 May 2018, “Ease of Doing Business and Efficient Delivery of Government Service .
Delivery of 2018”

3 Government Procurement Policy Board (GPPB) Resolutlon ‘No. 16:2019 dated - 17 July 2019
“Approval of the Use of Digital Signature in Procurement Related Documents” * - .
of Electronic Documents, Electronic Signatures and Digital Signatures in Government Transactions”

5 The Constitution of the Republic of the Philippines ratified on 02 February 1987 (Section 24, Article Il
Declaration of Principles and State Policies)

Visayas Avenue, Diliman, Quezon City 1100, Philippines
www.denr.gov.ph
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2.4 To align with broader government initiatives for digital transformation by
tapping technology to modernize administrative practices, improve service
delivery, and contribute to the overall efficiency and effectiveness of DENR's
operations in the digital age.

SECTION 3. Scope and Coverage. This Circular shall apply in the event that
the DENR officials and employees issue electronic documents in lieu of paper
documents, where the signature of the authorized signatory is required. This
Memorandum Circular does not intend to prohibit the office from submitting paper
documents or a combination of paper and electronic documents.

All DENR officials and personnel regardless, ebg mployment status in the DENR
Central Office, Line and Staff Bureaus, Reglen folces PENROs, CENROs,
attached agencies, and locally funded and forelgn assst“e'ﬂ,;prolects who are required
to review and authorized to sign any officialiand/or mternaf% cuments pursuant to RA

v v\s

No. 11032, COA Cnrcular No. 2021- 006%9£?GPPB Resolutio ﬁ”&*No\ 16-2019 shall be

DENR offices.

Electronic and digital S|gnature5wshallvnet be apped«gto the following documents:
1. Contracts, agreements and (&[gted instriiments re%%ylrmg notarization. These
documentsinecessitate the presence%xa%ngdw%v‘“‘ S@‘nﬂcatlon of a notary public to

ensure thelrilegal vmty .4

2. OtherWDENR-lssuedf?d nts withiexisting security features. Documents

already: equped%h se‘éui‘tymeasures like pre-printed watermarks or
security threads cannot be r eplaced “With digital signatures unless explicitly
Wauthonzed byvt%DeVé%ment

zé

S Ui

SECTI@N 4. Defi mtl%of Terms

a. Certificate Authé‘“fﬁy (CA)S - refers to a trusted entity that manages and
issues sectirityscertificates and public keys that are used for secure
communicatiopin a public network or the internet. The DICT is the
authorized Certificate Authority in the government.

b. Certificate Revocation List’ - a list of digital certificates that would have
been compromised, revoked, or are expired.

c. Confirmation Report® — a report containing the results of the audit or
assessment made by the Internal Audit Unit or its equivalent. Also known
as Internal Audit Report.

6 COA Circular No. 2021-006 dated 06 September 2021, “Guidelines on the Use of Electronic Documents,
Electronic Signatures and Digital Signatures in Govemmment Transactions”

7 DICT Order No. 031 dated 01 April 2024, “Guidelines on the Use of PNPKI Digital Signatures in the DICT"

8 COA Circular No. 2021-006 dated 06 September 2021, “Guidelines on the Use of Electronic Documents,

Electronic Signatures and Digital Signatures in Govemment Transactions”



75 d. Digital Certificate® - a .p12 file format issued by the Department of

76 Information, Communication and Technology - Philippine National Public
77 Key Infrastructure (DICT—-PNPKI) or other CA containing the user’s personal
78 information just like an ordinary ID, only in this case, it is digital. It is used to
79 encrypt, authenticate or digitally sign an email and document.

80 e. Digital Signature'? - a secure type of electronic signature consisting of a
81 transformation of an electronic document or an electronic data message
82 using an asymmetric or public cryptosystem such that a person having the
83 initial untransformed electronic document a dgthe signer’'s public key can
84 accurately determine:

85 i Whether the transformationwa c‘reated using the private key that
86 corresponds to the S|gner«s public keyv&and

87 iii. Whether the initial electronic document‘had been altered after the
88 transformation was‘made. %

89 f. Electronic Document!! - mformatlen or the/«representatlon of information,
90 data, figures, symbols;or other modes%of vritten expressnév%\" described or
91 however representegw %” wwhich a rlgvfzwis established or an obligation
92 extinguished, or by whlcmfavgvt may‘%ﬁz&p&ved and affirmed, which is
93 received, recorded transmltted""“?stered processed, retrieved or produced
94 ' electronically- s, % . N

95 g. EIectroMSngnatu}e‘z - anw‘?élstlnctlve mark;, characteristic and/or sound
96 in electrom“%:vform secured and,wen—secureﬁepresentlng the identity of a
97 person and%%ttached%tov or Ioglcally associated with the electronic data
98 ,vﬁfrii%s%%@%or %I%ctremc 'document%gr any methodology or procedures

99 G embloyed er».adopted%by a persen@and executed or adopted by such person

P
L

100 k ~with the mtentlen of authentlcatlng or approving an electronic data message
101 ‘“*electronlc document Forwpburposes of this Guideline, electronic signature
102 refersanot only toithe handwritten signatures but the whole process adopted
103 in approying an electronic data message or electronic document. Examples.
104 of electronic %@;‘éﬁures include: a scanned image of the person’'s ink
105 signature, aan%yse squiggle on a screen or a hand-signature created on a
106 tablet using the person’s finger or stylus, a signature, a signature at the
107 bottom of the email, a typed name, a biometric hand-signature signed on a
108 specialized signing hardware device, a video signature, a voice signature,
109 etc.

110 h. Management Representatlon Letter'> — a document containing written
111 representations or statements provided by management, and where
112 appropriate, those charged with governance to confirm certain matters or
113 support other audit evidence to the auditor. -

9 DICT Order No. 031 dated 01 April 2024, “Guidelines on the Use of PNPKI Digital Signatures in the DICT”

10 Rule 2 § 1 (e), “Rules on Electronic Evidence”, A.M. No. 01-7-01-SC, 17 July 2001.

11 Section 5 (f), RA No. 8792 dated 14 June 2000, “Electronic Commerce Act of 2000"

12 COA Circular No. 2021-006 dated 06 September 2021, “Guidelines on the Use of Electronic Documents,
Electronic Signatures and Digital Signatures in Govemment Transactions”

13 COA Financial Audit Manual
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i. Public Key Infrastructure (PKI)'* - an infrastructure that secures

communications among individuals and government entities, so that the

government’'s delivery of services to citizens and businesses becomes

safer, faster, and more efficient. :

Wet Signature's - a physical signature made by hand with ink on paper. It

is often used in legal and formal documents to signify acceptance,

authorization, or verification.

k. Mixed Signing on Documents'® - There is mixed signing on documents
when there are multiple forms of sngnaturesﬂ(wet electronic, and digital) in
a single document.

e
.

SECTION 5. Guidelines o N

5.1 General Principles and Guid%gjnes

5.1.1 The electronic or digital S|gnature of %DENR Offi C|al and employee

shall be an acceptable *alternatlve and equwalent to the
S|gnature/nmﬂals?egf?’_ yperson on a a §§|s>er/phys1cal documient.

51 .2 DENR shall ensure«s\dataz “protectlon%g%&ci implement cybersecurity
measures,in accord?*fﬁ:e W|tﬁ§§a”“§pllcable '%i but not limited to:
a. ;tg I;%njgacy Act of«v2v%12 O%Rﬁfigg 1013 dated 12 August 2012;
b. @;@&ygercnmeﬂPreventlenxAct“?’of 201%§or RA No. 10175 dated 12
Séptember‘2®12 ~
c. Executive ® ,ng(EO) No 2'7 dated 23 July 2016; and
Gm,applica EI%ICTélssuancesM%
& 5.1‘.3 EachiDENR §§ ncerned%@ge shall adopt the necessary approval and
% secuntypgcontrol ¥in authentlcatmg alternative signing methods opted
%, forby prlvate partles,xvto secure transactions.
% % v"‘"'&
The matnx‘“*on the "authorized signatories for the Management
'Representatlen Letter is attached as ANNEX B.

s
A Y

5.1.4

-
5.2 Specific G%ﬂdelmes on the Use of Digital Signatures

5.21 Appllcatlon of Digital Certificate

5.2.1.1 A DENR official and employee regardless of employment
status who is required to review and authorized to sign official
documents may use a digital signature. He/she shall apply for
a digital certificate at the Philippine National Public Key
Infrastructure (PNPKI) of the DICT and/or other Certificate
Authorities accredited or recognized by DTI-Philippine

14 DICT Order No. 031 dated 01 April 2024, “Guidelines on the Use of PNPKI Digital Signatures in the DICT”

15 ChatGPT

16 DICT Order No. 031 dated 01 April 2024, “Guidelines on the Use of PNPKI Digital Signatures in the DICT”

17 Executive Order No. 2 dated 23 July 2016, “Operationalizing in the Executive Branch the People’s Constitutional
Right to Information and the State Policies to Full Public Disclosure and Transparency in the Public Service and
Providing Guidelines Therefor”
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Accreditation Bureau (PAB) to issue digital certificates to be
used in DENR transactions'®. The application for a digital
certificate must employ the official email domain of the DENR
official/employee. However, Contract of Service (COS) or Job
Order (JO) personnel should utilize his/her personal email
address until an official email domain is assigned by DENR.

5.2.2 Use of Digital Signatures

5.2.2.1 At a minimum, the implementation of digital signatures shall
bear the following characterlstlcsﬁw
a. Authentication - linking the sf’s?\atory to the information;
b. Integrity — assuring thatt“"document has not been altered
during transmission; andi ¥ %,

B g

c. Non-repudiation — QQSIg that the 3|gner of the electromc

o
Vvvv

5.2.2.2 When using a d|g|t %rtlflcate to sign an ‘%mmc document,
the same should be valid, une&%ed and unreyoked at the time
of sngmng The dlgnta\i%cemfieate is valid for upyto two years

upon ap'ﬁfwa*l of the DIC

VV.
A

§'**i e|ectron|c documents shall

daper decument use"’d in DENR transactlons
= %

nature affixed to the electronic document shall be

%e%%ocument will not be altered.
aofDlgltaleCerﬂf' icate
\5 3.1 The rénewal of the digital certificate shall be done upon receipt
% of emall notification of expiration from the DICT or within one

(J) onth before its expiration.

'52.32An official/employee with expiring digital certificates and about
to retire (mandatory/optional) in at least six (6) months shall no
longer be ellowed to renew their digital certificates.

5.2.4 Revocation of Digital Certificate

5.2.4.1 In case of service termination in DENR for whatever cause, the
personnel with an active digital certificate shall have the
responsibility to submit a filled-out PNPKI Digital Certificate
Revocation Form (downloadable from the DICT website) to the

18 Section 4.C.6 of COA Circular No. 2021-006 dated 6 September 2021, “Guidelines on the Use of Electronic
Documents, Electronic Signatures, and Digital Signatures in Govemment Transactions”
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Human Resource Development Service (or its equivalent unit
in other.DENR offices) copy furnished to the KISS (or its,
equivalent unit in other DENR offices). Provided, that in case'

of failure of the personnel to file the PNPKI Digital Certificate -
Revocation Form after service termination, his/her immediate
supervisor or Head of Office or HRDS (or its equivalent unit in

. other DENR offices) is authorized to file the said form.
5.2.5 Digital Certificate Styles

5.2.5.1 The digital signatures shall be accompanied by the following
details in a human-readable style;

’ 45 7
5.2.5.1.1 For Digital Full Signature:
a. Full name of thé:signatory, and
b. Image of the fuII:?S|gnat' ’s handwritten S|gnature
) Sk

a:properly formatt \{d digital signature
Digitally signed
\ by Juan CelaCruz

TR Date 0200521

19 37‘33 0800

a. For ofﬂmals/employees who are reqwred to review
off|0|al documents before the S|gn|ng they shall use

.5%23 Oth styles shall be acceptable for digital full signature
%"nd initial signature as long as they clearly display the

g“”:?ol‘mw "yw e Ty
ATTY. EDUARDO V. BRINGAS
Deputy Director General

5.3 Specific Guidelines on the Use of Electronic Documents

5.3.1 The electronic document must be digitally signed in a secured
computer and network system that complies with the prescribed
cybersecurity protocols as mandated by relevant laws, rules and
regulations. '
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5.3.2 The digitally signed document shall be in a secured file format, such

as Portable Document Format (PDF). Other compatible formats may

also be used, provided they allow for the secure implementation of_:'

digital signatures.

5.3.3 The digitally signed document shall be considered the final version '
once released or transmitted to its intended recipients. The digitally

signed document shall be coursed through to the official domain email
(e.g.name@denr.gov.ph) for proper docu‘ment tracking.

5.3.4 The printed version of the drgrtall ?srgned document shall be
considered original. Any printout -’of‘these documents is considered

subsequent instances of the orrgrnal and;shall have a notation (footer)

or disclosure “This documeﬁt 1S drgltall;ig’srgned” or other similar

language.”®

5.3.5 In cases where mixed S|gn|ng occurs ‘in a srngle document, the
signatory is responsrble for ensrg%gggtr%%authentrcn%gﬁthe document
before he/she SI%S\IH electronic ,gdlgltal or wet form. Fhere is mixed
signing on documentsowhen there are multrple forms of signatures

.»‘w-‘ o

5.4 Specific Gm’dé‘]mes on the' Use of EI ctron

5.4.1 Th%ezélENR offrcral and employee regardless of employment status who
N B3 g
is reqmred to review and authorlzed to sign offrcral documents may use

i w

eqcﬁtyr%llc document Tﬁ%ﬁslgned electronic document shall be validly
accepted subject«ﬂto the fo||owrng

“ele

. 9.4.1.1 Tef?‘electron|cp|n|t|aI/3|gnature corresponds to the authorized

offrcral/person%nel who affixed it;

1.2 Thewlectronlc initial/signature is applied by an authorized

offlcra}i%or personnel to verify or endorse the associated

{ Ie ' ’romc document, or to express consent to the transaction

it :epresents

5.4.1.3 The methods or processes or system to be utilized to affix or
verify the electronic |n|t|aIIS|gnature if any, operated wrthout
error or fault;and

5414 The authorized official/personnel whose electronic
initial/signature was affixed, takes full responsibility and
assumes accountability that the document remained
unchanged until they were submitted to the auditor.

19 Section 7.0 Repealing Clause of COA Circular No. 2023-006 dated 02 August 2023, “Guidelines Implementing
the Preservation of Electronic Vouchers, Supporting Documents, and other Records and Reports submitted to
Audit Teams pursuant to COA Resolution No. 2023-007 dated 02 August 2023”

20 gection IV. D. Specific Guidelines on the Use of Electronic Signatures under COA Circular No. 2021-006 dated
06 September 2021, “Guidelines on the Use of Electronic Documents, Electronic Signatures and Digital
Signatures in Government Transactions”
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5.4.2 The electronically signed document by the DENR official and”

personnel shall be sent through his/her respective official DENR
domain email account forvalidation and proper document tracking.

5.4.3 The samples of electronic initial/signature are shown below:

JM\MC/V% Emcm’jg;m/ﬂ

(A distinctive mark of your choice that to
Hand Signature consistently represent your identity) e-initial

s a repert to the Commission on Audit (COA) Resident
Audlte%n case of revocation or expiration (without renewal) of

the dlgltal certlflcates Certifi cate Revocatlon L|st must be kept:

o] T
have been compromised or explred

6.1.2 KISS

6.1.2.1 Assists officials/employees in the DENR Central Office, Line and
Staff Bureaus, and Attached Agencies in the downloading and
installation of the digital signatures, and use of the electronic
document portal.

6.1.2.2 Monitors the status of digital signature applications and users.
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6.1.2.3 Develops a system and provides secure storage for
electronically signed documents including supporting
documents or attachments.

6.1.2.4 Conducts capacity-building activities or orientation on the use of
electronic documents, electronic signatures, and digital
signatures, including a security awareness program, in
coordination with HRDS and DICT.

6.1.2.5 Responds to queries and concerns related to the application,
download, installation, and use of digital certificates.

A

6.1.1.7 Provides other technical aSS|st nce as necessary.

issued as near, as«practlcable *t%ut not after the date of the
auditor's reportven the«FmanmaI Statements (FS)?'. The MRL is

rgqiuured for submlssmfeery year

'.2%1‘“1 Facilitates apé?fgatlon and filing for the request for digital
&gné%%%s of officials/employees regardless of employment

%atus ang“v%submlts all applications to the nearest DICT

< P%x%gm Office.
%

6w2«1 2 Goordinates with HRDS and KISS in the DENR Central

h
signatures, and digital signatures, including a security
awareness program.

6.2.1.3 Provides update on the submitted officials’ or employees'
Digital Certificate Revocation Form to the Information and
Communication Technology (ICT) Section/Unit in the event
of service termination, regardless of the cause.

6.2.1.4 Submits a report to the Commission on Audit (COA)
Resident Auditor in case of revocation or expiration (without

21 gection 1, item 11.A.14 of the COA Financial Audit Manual

ww'gvg\v@fﬁce on the conduct of capacity-building activities or
orientation on the use of electronic documents, electronic
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!
renewal) of the digital certificates. Certificate Revocation "
List must be kept updated, which contains the list of dlgltal
certificates that would have been compromised or expired.

6.2.1 ICT Unit

6.2.2.1 Assists all officials/lemployees in the downloading and
installation of the digital signatures, and use of the electronic
document portal.

6.2.2.2 Monitors the status of digital sngnature applications and
users.

6.2.2.3 Responds to queries and . crns related to the appllcatlon

NS
O IR

download, lnstallatlon *and use A

6.2.1.5 Provide othert ecessary.

6.2.3.1 Prepares ANd: Submits a M%gsggement Representatlon Letter

(MRL) in ceerdlnatlen with ICTESection/Unit. The submission
o (o] COA shallmncltﬁ%‘Conﬂrmaﬂon Report, if any, and the
) e, Uséwef Electronic Documents,

4 appr A
@«%' Eleﬁ%mc Slgnaturges, and%ngltal Slgnatures in DENR. The

'W,v

6.3.1% Take full responS|b|I|ty and accountability for all actions using

electronlc mi’t?é"l/mgnature and digital certlflcate

Vi

6.3.2 Take fuill 5espon3|bnllty for the use and storage of his/her digital

signaturé{o ensure the integrity and non-repudiation of the signature.

6.3.3 Ensure that their digital certificate is valid, unexpired, and unrevoked

at the time of signing of an electronic document.

6.3.4 Immediately submit a filled-out PNPKI Digital Certificate Revocation

Form (downloadable from the DICT website) to the HRDS (or its
equivalent unit in other DENR offices) and furnish a copy to KISS (or
its equivalent unit in other DENR offices) to notify them of the following
circumstances:

6.3.4.1 If there is a change in name (e.g., due to marriage);

22 gection 1, item Il.A.14 of the COA Financial Audit Manual
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6.3.4.2 If the digital certificate is compromised (i.e., forgotten
password, lost certificate, etc.);

6.3.4.3 In case of a breach or security compromise in the device that -
stores the digital certificate; or

6.3.4.4 If the digital certificate owner shall be separated from the
service as DENR personnel (either from plantilla, contractual,
or job order) due to retirement, resignation, secondment,
transfer to another agency, or service termination.

LT

6.3.5 The certificate owner shall renew his/her digital certificate, with the
assistance of HRDS (or its equivalent unit) and KISS (or its equivalent
unit), upon notification of expiration fromgthe DICT.

0
6.3.6 The electronic initial/signature owner’shall issue a Manifestation
(ANNEX C) to affirm the owner'sgcommitment to the use of electronic

S
AN

initial/signature in electronic docuﬁmg ents

lof.Off gni

employee shall not’sngn the DENR“.fflce Clearance (Item Il. Clearance

from Work Accountabllltles) W|thou"the revocation of the digital
cemflcatlon

6.4.2 In caseg@fo«fallure of the person; nel”te*eflle thePNPKI Digital Certificate
Re‘é\%ﬁéaagtlon Fé?“m after s“%%mceftermlnatlon of whatever cause, his/her
|mmed|ate supervnsor or Head of Office or HRDS (or its equivalent unit

|n other«%lEN ﬁlms) is authorlzed to file the said form.
SECTION 7 @ompllance Momto g, The Directors of HRDS and KISS shall

submltv'a report on 'vtvfte%n;\plementatlon of”tﬁ‘vls guideline in the Central Office to the
undersngned every end%&gf the year a copy furnished to their Supervising
Undersecretaries. '

Wi %

ﬁﬁ

All Heads“of@(g)fflce o%ﬁe Bureaus, Regional Offices, and Attached Agencies.

shall submit a repé“r“t%n theglmplementatlon of this guideline in their areas of jurisdiction
to the underS|gned everygvéend of the year, a copy furnished to the Undersecretaries
supervising Human Resotirces, and Information Systems.

SECTION 8. Transitory Clause. This Order shall not preclude the issuance of
additional policies aimed at promoting the full adoption of digital signatures over
electronic signatures towards a shift to full digitalization.

SECTION 9. Separability Clause. If any provision of this Order shall be held
invalid or unconstitutional, the other portions or provisions hereof which are not
affected shall continue in full force and effect.

SECTION 10. Repealing Clause. All Orders and other similar-issuances
inconsistent herewith are hereby revoked, amended, or modified accordingly.
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. This Order shall take effect immediately.

ivi

SECTION 11. Effect

490
491

MARIA ANTONIA YULO LOYZAGA

492
493

Secretary
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ANNEX'A

494 : ;

495 (Official Letterhead of the Audited DENR Office)

496
497 . '

498 MANAGEMENT REPRESENTATION LETTER
499

500 Date

501

502

503 Cluster/Regional Director
504 Cluster/Regional Office

505 Commission on Audit

506 y

507 Subject: Submission of electronic d%cwuv@eby [Office Bemg Audited]

508 «zg@v
509 ‘

510 This representation letter is provided ingco

ection with yo r‘%audlt of the financial

511 statements of the [Office] for the purposegof expressing oplnlv ons;as to whether the
nzall, matenaI\respects% nyaccordance with

512 financial statements are presented fairly, in

513 Internatlonal Public Sector Accountlng S ;an » (IPSAS) and government
514 i

515

516

517

518

519 LAY N

520 . v@ -

521 We certify that%the [Offlce]A IS mplr’;@en ing and will continuously review and
522 ensure %cured&"%gess such, thatg the documents subniitted to COA with
523 dlgltal' |gnafure shall*bear the““valldaand authentic signature of its appropriate
524 %@“ gnatorles % % %

525 % o

526 We f“wger certlfy%ﬁ%”‘ : : o - .
527 1"'““Appropnate %’é‘cunty procedures were made to maintain the integrity,
528 rellablllty, andy&ewuthentlcny of the information provided;

529 2. Al tf%@gkersons ‘who have applied for Digital Ceitificates shall take full
530 ' *  responsibilityzand accountability for all actions performed using their
531 digital certlflcates

532 3. We verified that all electronic documents submitted are either original
533 ‘ ~or faithful electronic reproductlons or dupllcate copy of the paper—based
534 documents; and

535 4. In case of digitized document, we certlfy that the original, as the source

536 of the digitized document is authentic.
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560
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562
563
564
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566
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569
570
571
572
573
574
575
576
577
578
579
580
581
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The above certifications are supported by the Confirmation Report?3, if any,
dated [Date], a copy of which is attached to this Representation Letter.

Specific Affirmations pertaining to the Use of Electronic Signatures other than
Digital Signatures on Documents Provided to the Commission on Audit

We certify that the [Office] is implementing and will continuously review and
ensure a secured process such that the documents submitted to COA with
electronic signature shall bear the valid andwauthentic signature of its
appropriate signatories. o

We further certify that the system belng»g:v' Icyed for this purpose can
reasonably ensure that: ’%&é
1. Appropriate security procegwuvreswwere ma %vi?“m aintain the integrity,
reliability, and authenticity @f:the information prov, ,j gd,
2. The electronic signatures thatiappear on electronlc documents belong
to the persons to whom they correlate ‘
3. Every time an %e%mmc S|gnatur;e“””|s¢ afflxed the “infention is for
authenticating or approving the electronic document to which it is related
or to indicate conseﬁt&to the‘vtransactlon ‘embodied therein;
4. The methods or proces es t|l|zed to%affix or verify the electronic
sngnatureWoperated every time wrthout errororfault; and
5. The p@%&g{‘svons whose electronlc matr ’ IsIsrgnatu%’s were affixed have made
a man&estatlona%under oath to takw%‘esponsmlhty and assume
account‘aﬁoyl_!lty thatfvthe docura%nts bearing their e-signatures remained
unchanged untrl%they*were submitted to the auditor.
G

vV

&%‘Ee abovecertrflcatlons%are supported by the Confirmation Report of our

I

Y,

*ﬂlnternal Audlt % mplf?nce Unit or its equivalent] dated [Date], a copy of
this Re&rvesentatlon Letter.

2

vVvh |s attached ~to

required under subpoena duces tecum or can be used as a Iegal document for
other purposes.

Finally, we certify that, as supported by the Confirmation Report attached, we
have taken appropriate measures to ensure that all and any electronic
documents submitted to the auditor comply with the definition of Original of
Document in Section 4, Rule 30 of the 2019 Amendments to the 1989 Revised
Rules on Evidence. The originals shall st|II be avallable for examination or
inspection when needed.

23 The report should show the assessment of the agency's internal controls particularly on the use of
digital and/or electronic signatures, if covered by an audit.
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”  We make this represéntation and request the auditor to accept electronic
documents submitted by this [Office] in addition or in combination with other
paper documents.

Signed:
(Director, FMS)/ or Authorized (Director, KISS) / or Authorized
Signatories in other DENR Offices Signatories in other DENR Offices
Date: Date:

and Information Systems) /
DENR Offices
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ANNEX B

AUTHOﬁIZED SIGNATORIES FOR THE MANAGEMENT
REPRESENTATION LETTER

Central Office Regional Offices Bureaus Attach_e d
Agencies
Signed | 1. Director, Financial 1. Chief, Finance |. Staff Bureaus 1. Chief

and Management
Service;

2. Director, Knowledge
and Information
Systems Service
(KISS); and

3. Supervising
Undersecretary/ies
or Authorized
Representative/s

Division
2. Chief Supervising

1. Chief Supervising the

the ICT Unit Accounting Unit

3. Assistant Regional | 2. Chief Supervision the
Director for ICT Unit
Management 3. Bureau Director or
Services or ﬁ/\\ﬁ“ho‘rized
Authorized “Representative
Representative o

e
?Chief Supervising
the ICT Unit |

1% Chief Supervising
the Finance Section

2. Chief Supervising
the ICT Unit

3. Regional Director

or Authorized

Representative

EMB
B.1 EMB - CO

1. Chief, AFMD
2. Chief Supervising
the ICT Unit
3. Bureau Director or
Authorized
Representative

B.2 EMB - RO

1. Chief, FAD

2. Chief Supervising
the ICT Unit

3. Regional Director
or Authorized
Representative

Uitts|

Supervising the
Accounting Unit

2. Chief
Supervising the
ICT Unit

3. Head of Office
or Authorized
Representative
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ANNEX C

(Official Letterhead of the Office)

MANIFESTATION ON THE USE OF ELECTRONIC INITIAL/SIGNATURE IN
ELECTRONIC DOCUMENTS

I, [Your Full Name], hereby manifest my understanding and agreement to the use of
my electronic initial/signature for official electronic documents within the [Office].

| acknowledge the following:

e My electronic initial/signature affixed to theie fec
intent to:
o Authenticate the electronic doc“téf'ment venfyrngalts ongln and
preventing tampering. w
" o Approve the electronic doctiment, signifying agreement with its content.
o Express consent to the transactrqn or agreement embcdled within the
document. . A
e My electronic mrhal/signastélerg;e%
traditional wet signature when u’sed in accordance with the DENR's established
guidelines for electronic documents and S|gnatures
« |am responsible.for malntalnlngghe confldentlallt‘%% nd security of my electronic
initial/signaturé v . L . \%
o | understanﬁ%that any%suse of%ygelectromcun|t|aIIS|gnature may resuit in
disciplinary acttens as Q "tllned in applicable laws, rules and regulations.

onic documents serves my

Position:

Office/Bureau/Agency:

NOTE:
This Manifestation shall be mtegrated into all documents being signed by the
official/employee.



