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K KAGAWARAN NG KAPALIGIRAN AT LIKAS NA YAMAN
‘l"lvﬂﬁ\/
N, e BAGONG PILIPINAS
MEMORANDUM
FOR : The Regional Executive Directors
DENR Regional Offices 6, 7, 8,9, 10, 11, 12 and 13
The Representatives
Human Resource Development Service
Knowledge and Information Systems Service
Legal Affairs Service ’
FROM : The OIC Director
Financial and Management Service (FMS)
SUBJECT : CONDUCT OF ONLINE CONSULTATION ON THE PROPOSED

GUIDELINES ON THE USE OF ELECTRONIC DOCUMENTS,
ELECTRONIC SIGNATURES, AND DIGITAL SIGNATURES IN
DENR (BATCH 4-VISAYAS AND MINDANAO CLUSTER)

DATE .27 MAY 2024

The Management Division-FMS, tasked to recommend measures for management
improvement, is currently in the process of improving the proposed Guidelines on the Use of
Electronic Documents, Electronic Signatures, and Digital Signatures in DENR. As part of
this initiative, the FMS has scheduled several batches of online consultation meetings to
ensure the guidelines' acceptability and practicality. '

In this regard, the FMS wants to invite representatives from Administrative, Finance,
and Information and Communication Technology (ICT) Divisions/Sections/Units from the
Regional Office, PENROs, and CENRO:s to participate in the online consultation meeting
scheduled on 29 May 2024 (Wednesday) from 09:00 am onwards. This activity aims to
generate the policy users’ valuable inputs/comments/suggestions and integrate those
concerns/interests into the guidelines. We highly encourage that comments intended for
inclusion in the guidelines should be stated as they would appear in the final document.

We have attached a copy of the internal guidelines to fast-track consultation during
our meeting. Below is the link for the online consultation via Zoom Conference.

Zoom Link: https://bit.ly/ConsultationEDADSBatch4
Meeting ID: 955 2991 3671
Passcode: DENRFMS

MEMO NO. 202k - 473

Visayas Avenue, Dilirhan, Quezon City 1100, Philippines
www.denr.gov.ph



For queries, you may contact Ms. Jizelle C. Hernandez and Ms. Lea Marie F. Blas of
the FMS-Management Division through telephone no. (02) 8926-6998 or at VOIP (02) 8249-
3367 loc. 1028/1027.

For your consideration and appropriate action. -

¥

IMELDA R. DELA CRUZ

Copy furnished: :
The Undersecretary for Finance, Information Systems and Climate Change
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‘promote the adaptatlon of technolo%y fértth
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KAGAWARAN NG KAPALIGIRAN AT LIKAS NA YAMAN

MEMORANDUM ORDER
No. 202_-_

SUBJECT: GUIDELINES ON THE USE OF ELECTRONIC DOCUMENTS,
ELECTRONIC SIGNATURES, AND.DIGITAL SIGNATURES IN
THE DEPARTMENT OF ENVIRONMENT AND NATURAL
RESOURCES (DENR) .

Pursuant to Republlc Act (RA) 8792! ; *; overnment Procurement
Policy Board (GPPB) Resolution No. 16;: 203_;93 and the Commrssron on Audit (COA)
Circular No. 2021-006* dated 06 September 2021, the foIIowmgggurdelme is hereby
adopted for the guidance of all concerned*@% &%

o

/

SECTION 1. Basic Policyitis the polic}**“@"?&"*f
of communication and mformatron;rmnatron burldmg;l}t@ shall regulgte the transfer and
natlonalabeneﬂt5

z’%&wﬂ g%
%
P4 3 RIS

21 To establrsﬁ“:and |mplement controls.and seclire means of ensuring that the
use of eIectronlc documents electronlc signatures, and digital signatures
wrthln DENRS%r"‘f\eets requrr_ements for vahdlty, securlty, and authentrcrty

2, 2 To streamh% off cral trensactlons wrthm DENR through the use of electronic
‘ %ﬁé}documents eelectronlc C.Sig naturesg’and digital signatures to enhance workflow
eff|C|ency and expedrte%sdecmon -making processes.

2.3 To *support enwronmental sustalnabmty goals by minimizing paper usage
. s
and pr%notlng eco: frlendly practices through the adoption of electronic
document.-"-workﬂows electronic signatures, and digital signatures,
_h_eductlon of carbon footprlnt and resource consumptlon

JERY

1 Republic Act No. 8792 dated 14 June 2000, "Electronlc Commerce Act of 2000" - .

2 RA 11032 dated 28 May 2018, “Ease of Doing Business and Efficient Delivery of Government Service
Delivery of 2018”

3 Government Procurement Policy Board (GPPB) Resolution No. 16-2019 dated 17 July 2019,
“Approval of the Use of Digital Signature in Procurement Related Documents” | .

4 Commission on Audit (COA) Circular No. 2021-006 dated 06 September 2021, "Gurdelmes on the Use
of Electronic Documents, Electronic Signatures and Digital Signatures in Government Transactions”

5 The Constitution of-the Republic of the Philippines ratified on 02 February 1987 (Section 24, Article ||
Declaration of Principles and State Policies)
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2.4 To align with broader government initiatives for digital transformation by
tapping technology to modernize administrative practices, improve service
delivery, and contribute to the overall efficiency and effectiveness of DENR's
operations in the digital age.

SECTION 3. Scope and Coverage. This Order shall apply in the event that the
DENR officials and employees issue electronic documents in lieu of paper documents,
where the signature of the authorized signatory is required. This Memorandum Order
does not intend to prohibit the office from submitting paper documents or a
combination of paper and electronic documents.

All DENR officials and personnel regardless of employment status in the DENR
Central Office, Line and Staff Bureaus, Reglong%@fﬂces PENROs, CENROs,
attached agencies, and Iocally funded and forengr&a@gﬂsm%&ed projects, who are required
to review and authorized to sign any official andlg mterawg“lwgocuments pursuant to RA
No. 110326, COA Clrcular No 2021-0067, and GPPB Reselutlon No. 16-20198 shall

ThlS also applles to electronic docum ) al ties transacting with

W‘%

%\“‘«\ 3 X :‘
a. Cel icate Athont\y;% 61\)9 refe| s to a trusted entity that manages and

O

S ‘ securlty ce ctlflc%and public keys that are used for secure
communlcatlen in¥aypublic net‘Work or the internet. The DICT is the

%

~authorized Certlflcate Alithority in the government.

b. Certificate Revocation Eist' - a list of digital certificates that would have
o 0
been compromlsed,%revoked or are expired.

c. Confirmation R%grt“ a report containing the results of the audit or
assessme%by the Internal Audit Unit or its equivalent. Also known
as Internal AuditReport.

R

SECTION 4% Definition of
‘-

&

.$<

6 RA 11032 dated 28 May 2018, “Ease of Doing Business and Efficient Delivery of Government Service Delivery
of 2018"
7 COA Circular No. 2021-006 dated 06 September 2021, “Guidelines on the Use of Electronic Documents,
Electronic Signatures and Digital Signatures in Govemment Transactions”
8 Government Procurement Policy Board (GPPB) Resolution No. 16-2019 dated 17 July 2019, “Approval of the
Use of Digital Signature in Procurement Related Documents”
9 COA Circular No. 2021-006 dated 06 September 2021, “Guidelines on the Use of Electronic Documents,
Electronic Signatures and Digital Signatures in Govemment Transactions”
0 DICT Order No. 031 dated 01 April 2024, “Guidelines on the Use of PNPKI Digital Signatures in the DICT”
1 COA Circular No. 2021-006 dated 06 September 2021, “Guidelines on the Use of Electronic Documents,
Electronic Signatures and Digital Signatures in Government Transactions”
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70 d. Digital Certificate'? - a certificate issued by the Department of Information,

71 Communication and Technology-Philippine National Public Key
72 Infrastructure (DICT-PNPKI) or other CA containing the user's personal
73 information just like an ordinary ID, only in this case, it is digital. It is used to
74 encrypt, authenticate, or digitally sign an email and document. -

75 e. Digital Signature'® - a secure type of electronic signature consisting of a
76 transformation of an electronic document or an electronic data message
77 using an asymmetric or public cryptosystem such that a person having the
78 initial untransformed electronic document and the signer's public key can
79 accurately determine: _

80 i Whether the transformation was cs’e%if‘ed using the private key that
81 corresponds to the signer’s public key; and

82 il Whetherthe initial electronigidocuient had been altered after the
83 transformation was mades, ™ %

84 f. Electronic Document' - infogm%ijoh or the re;;&r%éfs,entation of information,
85 data, figures, symbols or othéf_r%«am“odes of written &ﬁ%:“ession, described or
86 however represented, by whi&%&%&ight is&?stablish“é‘“d or an obligation
87 extinguished, or by which a fact may, be proved and affitimed, which is
88 received, recorded, tﬁgwggsimitg\ed, stor%;;%?%cessed, retrieved or produced
89 electronically. X ‘ R

90 g. Electronic Signature's yﬁ’i%ﬁ‘ﬁ@tjxe mark&icharacteristic and/or sound
91 in electronic formy.secured'and non:secured, representing the identity of a
92 person @;ﬁ:‘g attached to or *Ica‘.g_icﬁgﬁ%%é's“s‘@gi‘at,ed with the electronic data
93 messag'%elec%%c document or any methodology or procedures
94 employed oradoptedby.a persd?%ﬁgd executed or adopted by such person
95 dwithithesintentioniofiauthenticating o approving an electronic data message
96 ¢ or electronigidocument. For purposes of this Guideline, electronic signature
97 wrefers not ?ﬁ%ﬁm th?%%‘ndwritten signatures but the whole process adopted
98 _ approving an\%ctronics@i@ta message or electronic document. Examples
99 of “electronic signatures include: a scanned image of the person’s ink
100 sign%%%f mous"%squiggle on a screen or a hand-signature created on a
101 tablet using,thegperson’s finger or stylus, a signature, a signature at the
102 bottom of the émail, a typed name, a biometric hand-signature signed on a
103 specialized sighing hardware device, a video signature, a voice signature,
104 et
105 '
106

12 DICT Order No. 031 dated 01 April 2024, “Guidelines on the Use of PNPKI Digital Signatures in the DICT”

13 Rule 2 § 1 (e), “Rules on Electronic Evidence”, A.M. No. 01-7-01-SC, 17 July 2001. '

14 Section 5 (f), RA No. 8792 dated 14 June 2000, “Electronic Commerce Act of 2000”

15 COA Circular No. 2021-006 dated 06 September 2021, “Guidelines on the Use of Electronic Documents,
Electronic Signatures and Digital Signatures in Govemment Transactions”
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h. Management Representation Letter'® — a document containing written
representations or statements provided by management, and where
appropriate, those charged with governance to confirm certain matters or
support other audit evidence to the auditor.

i. Public Key Infrastructure (PKI)'7 - an infrastructure that secures
communications among individuals and government entities, so that the
government’'s delivery of services to citizens and businesses becomes
safer, faster, and more efficient.

j. Wet Signature'® - a physical signature made by hand with ink on paper. It
is often used in legal and formal documents to signify acceptance,
authorization, or verification. g

SECTION 5. Guidelines

5.1.1 The electronic or digital Sighature of a DENR "Gﬁ" cial and employee

shall be an acceptable®alternatie, and g&“ﬁlvalent to the

signature/initialsof.a person onaa»paper/physncal doc%ent

,'
5.1.2 DENR shall ensu datawprotectlon and implement cybersecurity
measures in accordance wﬂh@appllcablezlaws but not limited to:

a. Dataz::Prlvacy Act cf%*2012%5&r§RA§ %N: 0. 10473 dated 12 August 2012;

b. C’ygbgeyrc‘rur%g&Prever%r n AVW?@f 2042 o?@wRA No. 10175 dated 12

Séptember.2012; A
c. Ex%%lve Order (EO) N3 2'° dated 23 July 2016; and
s appllce&I?F |ssuances=,\
- >
and sec,un,ty corﬁrols in authent|cat|ng the signing methods opted for

. by privat@‘%&aﬂi%ecure transactions (e.g., bidding documents
s:submitted 1 BAC).

Re?fvr'“‘é“sentatlon Letter is attached as ANNEX B.

16 COA Financial Audit Manual

7 DICT Order No. 031 dated 01 April 2024, “Guidelines on the Use of PNPKI Digital Signatures in the DICT"

18 ChatGPT

19 Executive Order No. 2 dated 23 July 2016, “Operationalizing in the Executive Branch the People’s Constitutional
Right to Information and the State Policies to Full Public Disclosure and Transparency in the Public Service and
Providing Guidelines Therefor”
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5.2 Specific Guidelines on the Use of Digital Signatures
5.2.1 Application of Digital Certificate

5.2.1.1 A DENR official and employee regardless of employment
status who is required to review and authorized to sign official
documents shall use a digital signature. He/she shall apply for
a digital certificate through the assistance of HRDS (or its
equivalent unit in other DENR offices).

5.2.1.2 For the bulk application of digital certificates, HRDS (or its
equivalent unit in other DENR oijuges) shall coordinate with the
Philippine National Public I&Mnfrastructure (PNPKI) of the
DICT and/or other Certlf cate Authorities accredited or
recognized by the Department o) %ade and Industry-Philippine
Accreditation Bureau (ITI PAB)% The application for a digital
certificate must empley the official emall domain of the DENR
offmnal/employee‘i;@%wever Contract %?févSemce (COS) or Job
Order (JO) person%should utilize hls/%personal email
address until an ofﬂcnal*’ema L domain is assigned by DENR.

oo
;AW me. ’%

5221 Ata mlnlmur“rrv&thlfnplementatlen of digital signatures shall
g 'tSear\«g;the foIIow&% characletistics: ™

A

Ya. Atthenticationy: Ilnk’f%%the sngnatory to the information;
~:, b. lntegnty assunn!g§ §§vthat the decument has not been altered

uduatlon = ensurlng that the signer of the electronic
t'eannot a\f?i;a%later tlme deny having signed it.

g

dlgltal certificate to sign an electronic document,
uId be valid, unexpired, and unrevoked at the time

9"
0,
s
3 o
%%

52:2.3 The tise of digital signatures in electronic documents shali

MI% the guidelines stated in this Memorandum Order and

%‘é‘h I mean sufficient compliance with the requirement of
stbmission of duly signed documents as any other duly signed
paper document used in DENR transactions.

5.2.2.4 The digital signature affixed to the electronic document shall be
protected to ensure the document will not be altered.

20 Section 4.C.6 of COA Circular No. 2021-006 dated 6 September 2021, “Guidelines on the Use of Electronic
Documents, Electronic Signatures, and Digital Signatures in Govemment Transactions”
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5.2.2.5 New DENR Officials and employees regardless of employment
status .with existing digital signatures shall use their digital
signatures after alignment to the prescribed DENR digital
signature style.

5.2.3 Renewal of Digital Certificate

5.2.3.1 The renewal of the digital certificate shall be done upon receipt
of email notification of expiration from the DICT or within one
(1) month before its expiration.

5.2.3.2 An official/lemployee with expiri'ng“%digital certificates and about
to retire (mandatory/optlonal) iniat’least six (6) months shall no
longer be allowed to reneW’ ] " igital certifi cates.

5.2.4 Revocation of Digital Certificate
5.2.4.1 In case of serwce’t rmunatlon in DENR for: whatever cause, the
personnel with an@éﬁglve dlgltal certlflcagg%shall have the
responS|b|I|ty to submﬁ};‘%\fllled%éut PNPKI*Digital Certificate
Revocatiori:Eorm (downlo%gable from the DICT‘?\%I&ebsne) to the
Human Resource Development Service (or its equivalent unit
in other D%\I“W@%gs) coﬁ%%gmshed to the KISS (or its
equwalent unlt in other: %%%ENR offices). Provided, that in case
’fofafaug[e of the: personnel/ ofile iﬁ@éﬁPNPKl Digital Certificate

oL <o
;(9‘\;.

d Ilgltal S%re&Style
B, w\ \.‘gi;gs,
. *ﬂThe dlgntaJ%SIgnatures shall be accompanied by the foIIowmg
detalls ina ng@an -readable style:
a) Fﬁﬁ%zName (First Name, Middle Initial, Last Name)
b) Image of the signatory’s handwrltten sngnature
c) Dg;%?of signing
).:U|ck Response (QR) code

5.25.1.2-D|g|tal Initial Signature Styles: -

. a. For officials/lemployees who are required to review
official documents before the signing, they shall use
their digital initials as shown below:

“‘:\.—A

N

C'\

Page 6 of 17



243
244
245

246 -

247
248
249
250
251
252
253
254
255

256

257
258
259
260
261
262
263
264
265
266
267
268
269
270
271
272
273
274
275
276
277
278
279
280
281
282
283
284
285

5.2.5.1.3 Other existing digital full/initial signature styles shall
be acceptable, provided they clearly display the
signatory's full name and an image of their
handwritten signature. However, compliance with the
prescribed style is required upon renewal of the digital
certificate.

5.3 Specific Guidelines on the Use of Electronic Documents
5.3.1 The electronic document must be digitally signed and comply with the

prescribed cybersecurity protocols as mandated by relevant laws,
rules, and regulatlons

5.3.2 The digitally signed document shall &ln a secured file format, such
as Portable Document Format (P ,,;-)."Other compatible formats may
also be used, provided they.Z 3 ecure |mplementat|on of
digital signatures.

R

5.3.3 The digitally signed documént shall t}@%consme ed the final version
once released or transmltted%o its %ended remmeg_)ts The digitally
signed documentishall be sent%ﬁsmgmthe official domain email (_g_

name@denr. 90\%{9 ) or, proper document tracking.’
5.3.4 The printed verS|onz,¢of“"t%Eé’> dlgltall signed document shall be
consnd ‘i'é"d%onglnal Any pnntoutg’&ofg these’?@iocuments is considered
subsequent instances ofithe ongmal%and shall have a notation (footer)

%nsclosur‘Thls docwb‘ ime%nt is dlgltally-SIQned” or other snmllar

A The DEN@R OffICI and employee regardless of emponment status who
SR

5, IS requlredat%ewew%a%d authorized to sign official documents may use

“ielectronic |n|t|als/319nature other than a digital signature on an

'electronlc do ,_ment The signed electronlc document shall be validly

accepted s;?@b ict to the foIIowmg

54 T%nge&éelectromc initial/signature corresponds to the authorized
official/personnel who affixed it;

5.4.1.2 The electronic initial/signature is applied by an authorized
official or personnel to verify or endorse the associated
electronic document, or to express consent to the transaction
it represents;

21 Section 7.0 Repealing Clause of COA Circular No. 2023-006 dated 02 August 2023, “Guidelines Implementing
the Preservation of Electronic Vouchers, Supporting Documents, and other Records and Reports submitted to
Audit Teams pursuant to COA Resolution No. 2023-007 dated 02 August 2023”

22 Section IV. D. Specific Guidelines on the Use of Electronic Signatures under COA Circular No. 2021-006 dated
06 September 2021, “Guidelines on the Use of Electronic Documents, Electronic Slgnatures and Digital
Signatures in Government Transactions”
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iéé " 5.4.1.3 The methods or processes or system to be utilized to affix or

287 verify the electronic initial/signature, if any, operated W|thout
288 error or fault; and -

289 5414 The authorized official/personnel whose electronic
290 initial/signature was affixed, takes full responsibility and
291 assumes accountability that the document remained
292 unchanged until they were submitted to the auditor.

293

294 5.4.2 For proper document tracking and validation, the electronically signed
295 document shall be sent using the official domain email (e.g.,
296 name@denr.gov.ph) or the existing electronic document management
297 : system, as the case may be.

298 o

299 5.4.3 The samples of electronic initial/si re are shown below:

300 :

301

S G [T

303 (A distinctive mark of your choice that to
304 Hand Signatuse consistently represent your identity)

e-initial

305 k-

306

307

308

309

310 ,

311 B, Facmtates bulk ppllcatlon and filing for the request for
312 dlgltal s1gnaturesor alignment to the prescribed digital
313 ‘sature style of EDENR officials/employees regardless of
314 emmw%gment status in the Central Office to the DICT Central
315

316 A i

317 _‘Qitors he status of digital signature applications and
318 W

319 .

320 mits an annual_report on the implementation of this
321 guideline in the DENR Central Office, in coordination with
322 - KISS, to the Secretary, with a copy furnished to the
323 Undersecretary/ies supervising HRDS and KISS.

324 :

325 6.1.1.4 Conducts capacity-building activities or orientation on the
326 use of digital signatures in collaboratlon with KISS and
327 , DICT.

328 -

329 6.1.1.5 Regularly issues a Memorandum announcing the DENR
330 officials and personnel regardless of the employment status
331 with revoked (without renewal) Digital Certificates in the
332 DENR Central Office.
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333

334 6.1.1.6 Submits a report to the Commission on Audit (COA)
335 Resident Auditor in case of revocation or expiration (without
336 renewal) of the digital certificates. Certificate Revocation
337 List must be kept updated, which contains the list of digital
338 certificates that would have been compromised or expired.
339

340 6.1.2 KISS

341

342 6.1.2.1 Assists officials/employees in the DENR Central Office in the
343 downloading and installation of the digital signatures, and use
344 of the electronic document manag““ément system, if any.

345

346 6.1.2.2 Develops and maintains a sys_tem and provides secure storage
347 in the DENR Central O@ge f%%fe&?ctron|caIIyld|g|taIIy-S|gned
348 documents including sﬁ“&portlng documents or attachments.

349

350 6.1.2.3 Coordinates with ®IET and HRDS in theaconduct of capacity-
351 building activities “efyorientation on the%use of electronic
352 ' documents, electronicy'signatures, and dlgltal signatures,
353 includingé@ Qfecurity awa“r"‘em;{?ess program.

354 o %

355 6.1.2.4 Responds te~;q

%uenes and conc%%s related to the application,
356 download mstallatlon and use ofidigital certificates.
357 v . e
358
359
.360
361 -
362 3y pe 1bmits¥
363 )“%%(MRL)‘m oordlnamwnh KISS. The submission to COA shall
364 mcvl{%xge Conflrmatlon Report, if any, and the approved
365 Gwdgllnes ‘onwthe Use of Electronic Documents, Electronic
366 Slgnaéeté&res and’ Digital Signatures in DENR. The MRL shall be
367 |ssue§l’§§s near as practicable to, but not after the date of the
368 audlt&r%s report on the Financial Statements (FS)?3. The MRL is
369 tequired for submission every year.
370
371 6.2 Bureaus, Regions and Attached Agencies
372
373 6.2.1 Human Resource Section/Unit
374
375 6.2.1.1 Facilitates bulk application and filing for the request for
376 digital signatures or alignment to the prescribed digital
377 signature style of officials/employees regardless of
378 employment status and submits all applications to the
379 ' nearest DICT-PNPKI Office.’

23 Section 1, item 11.A.14 of the COA Financial Audit Manual
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6.2.1.2 Monifors the status of digital signature applications and
owners.

6.2.1.3 Submits an annual report on the implementation of this
guideline in their areas of jurisdiction, in coordination with
ICT Units, to the Secretary, with a copy furnished to the
Undersecretary/ies supervising HRDS and KISS.

6.2.1.4 Coordinates with DENR-HRDS on the conduct of capacity-
building activities or orientation in their respective offices
on the use of electronic dociiments, electronic signatures,
and digital sngnature%mcldmg, a security awareness
program. . o

6.2.1.5 Issues a Meandum regularly 'announcmg the officials
and personnelifegardless of the empieygpent status with
revoked (wnthout_ iieDigital Cettificates in their
respggtive Offices. %« A |

K

6.2.1.6 Submitsia repert to thelr -COA Resident Auditor in case of
revocatlorg%r explratlon (Without renewal) of the digital
weertificate$ 3, Cerfificate Re\Wc:%tlon List must be kept
ated whlch cowrgvtams the%hst of dlgltal certificates that

A

/employees in their respective offices in
: iloadlng and installation of the digital signatures,
and usetofithe electronic document management system, if

A

yonds to queries and concerns related to the application,
vhload, mstallatlon and use of digital certificates.

6.2.3 Accounting Section/Unit

6.2.3.1 Prepares and submits a Management Representation Letter
(MRL) in coordination with ICT Section/Unit. The submission
to COA shall include a Confirmation Report, if any, and the
approved Guidelines on the Use of Electronic Documents,
Electronic Signatures, and Digital Signatures in DENR. The
MRL shall be issued as near as practicable to, but not after
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the date of the auditor's report on the Financial Statements
(FS)?*. The MRL is required for submission every year.

6.3 Digital/Electronic Signature Owner. The official and employee who uses
electronic or digital signatures shall:

6.3.1 Take full responsibility and accountability for all actions using
electronic initial/signature and digital certificate.

6.3.2 Take full responsibility for the use and storage of his/her digital
signature to ensure the integrity and non-repudiation of the signature.

Ao

6.3.3 Ensure that their digital certificate is gvahdy unexpired, and unrevoked

6.3.4 Immediately submit a filled- %PNPK' 'Dlgﬂrégl Certificate Revocation
Form (downloadable fromgthe” DICT website). to the HRDS (or its
equivalent unit in other @@R offices) and furn% copy to KISS (or
its equivalent unit in other @ENR offrces) to notify'them of the following

circumstances: %

6.34.2 If the dlglt certrfcate-,r' compromised (i.e., forgotten
password,wlest eertrfrcate etc,z‘é&\“

6.34.3 In case of a breach%or«securlty cempromlse in the device that
ZStores the digital certific icatesor

N «x‘v‘w A

6.344 ﬁ’wt*h%eaglgltal E:%“itmcat

ownerwshall be separated from the

(ANEX C) &t:’c%afflrm the owner's commitment to the use of electronic
mrtrallsrgnature in electronic documents.

6.4 Immediate Supervisor/Head of Office/HRDS (or its equivalent unit in
other DENR offices)

6.4.1 The immediate supervisor/Head of Office of the resigning/transferring
employee shall not sign the DENR Office Clearance (Item Il. Clearance
from Work Accountabilities) without the revocation of the digital
certification.

24 Gection 1, item 11.A.14 of the COA Financial Audit Manual
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472
473
474
475
476
477
478
479
480
481
482
483
484
485
486
487
488
489
490
491
492
493
494
495
496
497
498
499
500
501
502
503
504
505
506
507

508

6.4.2 In case of failure of the personnel to file the PNPKI Digital Certificate
Revocation Form after service termination of whatever cause, his/her
immediate supervisor or Head of Office or HRDS (or its equivalent unit
in other DENR offices) is authorized to file the said form.

SECTION 7. Compliance Monitoring. The Director of HRDS, in coordination
with KISS, shall submit a report on the implementation of this guideline in the Central
Office to the undersigned every end of the year, a copy furnished to the
Undersecretary/ies supervising HRDS and KISS.

All Heads of Office of the Bureaus, Regional Offices, and Attached Agencies
shall submit a report on the implementation of this gu%@%e in their respective offices
to the undersigned every end of the year, a copy fu mshed to the Undersecretary/ies
supervising HRDS and KISS. 4

A
V\Q’\A

SECTION 8. Fundlng All Offlces covere“y thlé )

SECTION 9. Transitory Clause. This «@rsd“er sklbnot precIudete issuance of
additional policies aimed at premgimg the qu%‘ﬁi doption of digital Signatures over

electronic signatures towards a shlﬂ%nahzahqn.

SECTION 10. Separability Clause A any | provi‘s'i‘on of th|s Order shaII be held
invalid or unconsﬂtutienal@he othe@wortlons“%
affected shall contiguesin full force and«effect.

MARIA ANTONIA YULO LOYZAGA
Secretary o
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. ANNEX A
509
510 (Official Letterhead of the Audited DENR Office)
511
512
513 MANAGEMENT REPRESENTATION LETTER
514
515 Date
516
517
518 Cluster/Regional Director
519 Cluster/Regional Office
520 Commission on Audit

521 y . .
522 Subject: Submlssmn of electronic docuimentiby [Office Being Audited]
523 %‘?

SN
524 ¢
525 This representation letter is provided mﬁﬁecﬂon with yourmaudlt of the financial
526 statements of the [Office] for the purpose of expressmg opiniongzas to whether the
527 financial statements are presented fairly, in% alv%atenal’érespects mgg&:ordance with
528 International Public Sector Aeccounting Standard ' (IPSAS) andy government
529  accounting standards, and as tovetherw*terms requnredsby the 1987 Constrtutlon or other

530 reIevant laws. %% R
531 N
532  Specific Affirmation s“@pe inin%i‘
533  Provided to the C mlssr“ nron u it

534
535 %

.
y:S19
W
W 4: .. i
‘A

536 W certlfy that the«[Ofﬂce]*rrs» lmplem,vevgtlng and will continuously review and
537 \%«ﬂ;r;e documents submitted to COA with
538 d@nd authentrc S|gnature of |ts appropriate
539 :
540 f :

541 ath

542 %propnate %“vew:w%unty procedures were made to maintain the integrity,
543 _ rehablllty, andrauthenticity of the information provided;

544 - 2. All mpgr%@ who have applied for-Digital Certificates shall take full
545 ' responsrtgjjrtyr and accountability for all actions performed using their
546 digital certificates;

547 . 3. We verified that all electronic documents submitted are either original
548 " or faithful electronic reproductlons or dupllcate copy of the paper—based
549 " documents; and

550 4. In case of digitized document, we certlfy that the original, as thé source
551 of the digitized document is authentic.

552

553 The above certifications are supported by the Confirmation Report?5, if any,
554 dated [Date], a copy of whlch is attached to th|s Representatlon Letter.

25 The report should show the assessment of the agency s mternal controls partlcularly on the use of
digital and/or eIectronlc sngnatures 'if covered by an audit. -
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555 .

ss6  Specific Affirmations pertaining to the Use of Electronic Signatures other than
557 Digital Signatures on Documents Provided to the Commission on Audit

558 ' .

559

560 We certify that the [Office] is implementing and will continuously review and
561 ensure a secured process such that the documents submitted to COA with
562 electronic signature shall bear the valid and authentic signature of its
563 appropriate signatories.

564

565 We further certify that the system being employed for this purpose can
566 reasonably ensure that: {A@

567 1. Appropriate security procedures werg%m@de to maintain the integrity,
568 _ reliability, and authenticity of the infoﬁmat?ign provided,;

569 2. The electronic signatures that ap%ar‘ on_electronic documents belong
570 to the persons to whom they q&{gglate

571 3. Every time an electronic sigpature is aft” xed,. the intention is for
572 authenticating or approving the electronic documentto which it is related
573 or to indicate consent to the*transaction embodled therein;

574 4. The methods or processes ut|||ze gto“%afflx or venfy the electronic
575 signature, operatedievery time wﬁheut’ﬁ’e'rror or fault; andh

576 5. The persons whoseaelectronlc initialsisignatures were affixed have made
577 a manifestation under eath to %esponsnbmty and assume
578 accountability that th&aoc‘m%ts bearing.their e-signatures remained
579 unchanged%untll they wete sub%to the aud|tor

580 ‘; ) W%« . N

581 The above certlflcatlonsg\are supported by the¥Confirmation Report of our
582 Internal Audit [%%Compl?énce Unitio tior, its equivalent] dated [Date], a copy of
583 which 'sattached*'tth, RF‘ {esentatlen Letter.

AN

585 Admlssié‘n of'EpeI oﬁ%the;\Authentwlty of Documents

586 % %@5 %
587 We attest and certify,t

hat any&gwocument bearing our digital signature submitted

588 to the auditor is authentic anaé‘éccurate thus can be submitted to any court as
b YoV

589 reqwred%r&gger subpgena duces tecum or can be used as a legal document for

590 other purposes. @”%W

591 ‘ % '

592 Finally, we certifg&hat as supported by the Confirmation Report attached, we

593 have taken appropriate measures to ensure that all and any electronic

594 documents submitted to the auditor comply with the definition of Original of

595 Document in Section 4, Rule 30 of the 2019 Amendments to the 1989 Revised

596 Rules on Evidence. The originals shall still be available for examination or

597 inspection when needed.

598

599 We make this representation and request the auditor to accept electronic

600 documents submitted by this [Office] in addition or in combination wuth other

601 paper documents.

602

603
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Signed
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(Director, KISS) / or Authorized
Signatories in other DENR Offices
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606
607
608
609
610

ANNEX B
AUTHORIZED SIGNATORIES FOR THE
MANAGEMENT REPRESENTATION LETTER (MRL)
Central Office Regional Offices Bureaus Attach_ed
Agencies
Signed | 1. Director, Financial 1. Chief, Finance |. Staff Bureaus 1. Division Chief
and Management Division 1. Division Chief supervising the
Service; 2. Division Chief supervising the Accounting Unit
2. Director, Knowledge supervising the Accounting Unit 2. Division Chief
and Information ICT Unit 2. Division Chief supervising the
Systems Service 3. Assistant Regional sup&rvising the ICT ICT Unit
(KISS); and Director for g&r\\:&% 3. Head of Office
3. Supervising Management 3“eau Director or or Authorized
Undersecretary/ies Services or 4 uthorized Representative
or Authorized Authorized ’“f resentative
Representative/s Representativebiiy L0

% Accounting Unit
b 2. Division Chief

Auithorized
Representative

A2 MGB RO

1. Division Chief
supervising the
Finance Section

. Division Chief

.. supervising the ICT
Unit . . -

3. Regional Director

. or Authorized
Representative

EMB

B.1 EMB - CO

1. Chief, AFMD

2. Division Chief
supervising the
ICT Unit

3. Bureau Director or

Authorized
Representative

B.2EMB -RO

1. Chief, FAD

2. Division Chief
supervising the ICT
Unit

3. Regional Director
or Authorized

Representative

&
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611
612

613

614
615

616
617

618

619
620
621

622
623
624
625
626
627
628
629
630
631
632
633
634
635
636
637
638
639
640

641
642
643
644
645

646

ANNEX C
(Official Letterhead of the Office)

MANIFESTATION ON THE USE OF ELECTRONIC INITIAL/SIGNATURE IN
ELECTRONIC DOCUMENTS

I, [Your Full Name], hereby manifest my understanding and agreement to the use of
my electronic initial/signature within the [Office] for:

Please check one:

Q All official electronic documents, or
O For the particular.document (State th

"o Approve the eIectronlcvdocument S|gmfy|ngaagreement with its content.
o Express~censent to the transactloner agreer%nt embodied within the
docupient o

e My electrontlalls@nw the sameklegal weight and effect as a
traditional weti%g&nature:when usediimaccordance with the DENR's established
guidelines for electronwvdecuments and sngnatures

o | &%gspensmle for«mamtalnm Jithe conﬁdentlallty and security of my electronic

,@é@ttallagnature %& %

AR

 “understand that ny misuse of my electronic initial/signature may resuit in
dlsmpllnary actlo‘n%?as outlineéd in applicable laws, rules, and regulations.
| express consent W he transaction or agreement within the document; and
o | furthergonsent to the«ether lawful purpose and/or use of my e-signature in the
electronic ecument subject to the provisions of Republic Act No. 10173 (Data
Privacy Act 12)and pertinent laws, rules and regulations.

Vg\

§

By signing belt:w, | coﬁ_rm that | have read and understood this Manifestation.
Date Signed:

Signature:

Printed Name:

Position:

Office/Bureau/Agency:
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